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Building an Intrusion-Detection System
to Detect Suspicious Process Behavior

Abstract

As has been shown in S. Forrest's semind work [1], there are Unix processes whose
normd behavior can be modeled by a set of characterigtic patterns, a pattern being a
subsequence of system calls that a process can generate. Well-suited processes are
network services such as ftpd or sendmail. Intrusion-detection systems that make use of
this observation first need to build the table of characterigtic patterns. The patterns are
determined by letting the process invoke as many subcommands as possible, then
extracting the patterns from the corresponding sequences of system calls. During red-
time operation, a pattern-matching agorithm is goplied to match on the fly the sysem
cals generated by the process examined with entries of the pattern table. Based on how
well the matching can be done, it is decided whether the sequence of system calls
represents normal or anomalous behavior.

Asan andyds of intrusion-detection systems that are based on the above concepts[1,2,3]
reveds, these systems share the same main components, but they differ in the way the
individua components are implemented. Furthermore, each systemn uses some implicit
parameters that are based on experimental observations and may only be applicable to the
test cases examined. Inour presentation, we will give an overview of the various
techniques to implement the individual components, and assess their impact on the
detection capability of the intrusiondetection system.

Specificdly, we will discuss the following components:

?? Recording system calls; System calls can be recorded ether by using atool such
as trace” or by activating the auditing system. The technique used may influence
the overal system performance and the number of events recorded.

?? Generating training data: The intrusion-detection system needs to be trained to
learn what ““normd" behavior is. We differentiate between “"synthetic” and ““red"
norma behavior. Synthetic norma behavior is generated by exercising a program
in a many modes as possible and tracing its behavior. Red norma behavior
corresponds to tracing the behavior of aprogram in alive user environment.

2? Building the process model: The process mode is a pattern table that consists of
ather fixed- or variable-length patterns. While the creetion of the fixed-length
pattern table is quite straightforward, various techniques can be used to build a
table of variable-length patterns.

?? Comparing real processdata with the process modd: The god of the detection
component is to differentiate between normal and anomalous behavior. For doing
S0, the sequences of system calls generated by a processin red operationis



matched with entries of the pattern table. Basicaly one can differentiate between
two pattern-matching techniques. overlgpping and juxtaposed pattern matching.

2? Detecting attacks: The number and the dignment of the unmatched events are
the two main criteria used to differentiate between norma and anomalous
behavior.

The above components are not separate entities. They are interrelated, and the decison to
implement a component in a certain way may influence the design choices availadle for
other components. We will show these dependencies, and assess the advantages and
disadvantages of the various implementations of the above components based on a series
of experiments. The experiments were performed in atestbed environment [4] built
specificaly to compare the kind of intrusion-detection systems we are investigating.
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