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Abstract

Here we present a research project to create and deploy an Intrusion Detection System
based on Autonomous Mobile Software Agents. An Intrusion Detection System is an admini-
stration/management tool that identifies and reacts to intrusion and unauthorized use da-
tempts. These agents will use mobility facilities, allowing an efficient use of resources, by dy-
namically distributing processing tasks, with a minimal degradation of the performance per-
celved by users. With this kind of system, it's easy to setup an efficient defense for environ-
ments such as Multimedia Systems, where there’'s no much experience about potential security

hazards.

1 Introduction

Nowadays, it's extremey usud to find
networked computers storing essentiad data
and playing key roles to the execution of the
company’s activities,, These daa are often
secret as its disclosure can cause high losses
to the company; other times they need to be
avaldble immediady, or tuning in fully
inutile. Sometimes, therés a limited amount
of resources, S0 its use must be rigoroudy
controlled. In al cases, these sysems are
subject to the risk of being accessed in an
unauthorized way, resulting in disclosure,
adulteration or denid of access The net-
work link, either loca or wide area, multi-
plies these risks, as the perpetrator alies
anonymity and power deployed by the net-
work tools.

To avoid that these risks come true, as
computers get more and more connected
through networks, sysem managers need
tools that identify and react to intruson and
unauthorized use dtempts minimizing the
probability that the perpetrator get success-
fu. This kind of tool, known as IDS (Intru-

son Detection System), usudly is defined
as a gmdl st of highly complex and mono-
lithic programs, running in specid machines
in the target network, and causng a strong
peformance degradation as perceived by
find users. Virus Scanners are good exam:
ples of them.

The problem here is that these systems
are tuned to identify only intruson atempts
that gets carried in the classicd dreams of
communication, a Temind Emuldion
(TELNET), File Trandfer (FTP, NFS), etc.
Preparing them to verify the activities per-
formed by new gpplicaions, as the Multi-
media Sysems, is very hard and expensive,
resulting dmog dways in a fully new ss
tem that is much more a specific one than a
more genera solution.

Here we present a brand new architec-
ture to devdop an IDS with these man
characteridics.

- Be compound of many autonomous ei-
ties — the agents — that are able, each of
them, to identify a bit of the evidences
of an attack;



. Eliminate the dngle fal pont that
morplithic IDS brings as detection gets
caried by many agents, it's harder that
when some of them fail, the whole of the
system gets out of work;

- Reduce the peformance impact in the
mechines, as the agents, very smple, are
not so greedy for memory and CPU time
as morolithic sysems,

. The reconfiguraion ae much smpler:
as new hazards gppear, new agents can
be developed, without messng with the
old ones;

. As agents ae smpler and smdler, a
greater number of hosts and connected
subnetworks can be protected, resulting
in a higher reach and expandability.

This work proposd is a consequence of
the precept “divide and conquer”. We have a
complex task (detect intruson atempts, in
ther multiple faces — smdl undercover ac-
tivities that sum up to bregk in) that, as well
see, gets divided to many smple programs,
eech of them responsble to ingpect a smdl
parts of the system, as a sentindl that cares a
littte point from a huge frontier. Other Com:
puter Science areas adso use, successfully,
this aphorism: Structured Andysis and Pro-
granming, SNMP (a network management
protocol), etc. Our find god is dly new
technologies and deploy a strong structure to
abrand new generation of IDStools.

After these introductory lines, well see
in Section 2 a summary of related works,
fdlowing in Section 3 to a detailed descrip-
tion of the desgn of our work. Findly, in
Section 3.5 we have a find resume, with a
brief lising of results and conclusons ob-
taned until now, ending with the references
used in the building of the work (Section 5).

2 Related Work

One of the firgt works proposing the use
of Autonomous Agents to develop Intrusion
Detection Systems was [Croshiedd]. In his
article, the author proposed that IDS tasks
should get divided into severd smdl sub-
tasks, compound of Smple activities, tha
should be assgned, each one to datic
autonomous software agents. In the origind

proposa, the agents should be custom-built
to the asdgned tasks with ad of Artificid
Intelligence  techniques (Genetic  Program-
ming). As an evolution of Croshi€s work,
we have [Zamboni98], which proposes an
architecture cdled AAFID (Autonomous
Agents For Intruson Detection). AAFID 5 a
very recent work, as it came recently (Octo-
ber/98) to implementation. AAFID organ
ized the agents into an hierarchical structure,
eech of them having different assgned re-
sponsibilities. As our work had garted from
AAFID, we ll seeit in greater detail.

A sysem built as AAFID can be dis
tributed in any quantity into the machines of
the network; each of them can have any a-
bitrary amount of running agents, monitor-
ing the interesting events. All the agents into
a machine reports their results to a single
transceptor, which is responsible to operate
the agents indde that mechine, having the
ability to fire up, shutdown, and setup them.
It can d=0o filter the data sent by agents. H-
ndly, the transceptors communicate to one
or more monitors. Each monitor controls the
operation of one or more transceptors, hav-
ing, this way, access to data in network
levd. Thus, the monitor can extract high
level corrdatiions and detect intrusons to
severd machines. They can dso get organ
ized into another hierarchy, so that a monitor
works under control of another one, or two
or more of them work in padld, achieving
redundancy. Findly, an User Interface is
defined, so users can follow up and control
system’ swork.

When a Sysem’s entity wants to com
municate with another one tha is in the
same hog, it makes it in different ways than
when communicating to other hogs Even
though the choose of the mechaniams is
fundamental, [Zamboni98] doesn’t  closes
with any one of them. Indead, a ligt of &
Sred characterigtics is given so a mechanism
can be closn:

They can't impose overheads to regular

hod's activities;

They shdl offer an reasonable expect to

message reception, in a fast and correct

way,



Lenenda:

They shdl ress to Denial of Service
attacks (both from externa and interrdl
entities), as flooding or overflow; and

. They shdl offer authentication and con
fidentidity.

There are severa other researches using
gmilar gpproaches, in which the network
protection task get divided in smdl smple
tasks, as watching connections, scanning log
files, ec.; [Zamboni98] gives a very com
pletelist of them.

3 Miceel’'s Architecture

Here we'll present a brand new arch-
tecture, derived from the origind proposa
in [Croshiedd] and smilar to AAFID. We
cdled it Micaed System. We use here a dif-
ferent task divison, so we can get most of
the man characterigics of our agents the
mobility, that was neither in [Croshied4]
neither AAFID.

Evay agent in Micad Sysem must
obey to the following behavior rules:

1.They must obey to agents developing
rules
2.They mug atend to other agents re-

Host B

quests, specidly to the Auditor (Section
3.1.4);

3.Ther code must be dable, in other
words, it can't raise flaws to hogt sys
tems.

3.1 Architecture Elements

In our desgn, we divide intrison and
hazard detection task in the man agent
kinds the head quarter, the sentinels, the
detachments, the auditors, and findly the
special agents aswe ll seein the fallowing.

All data reunited by the agents are
dored into databases with a Sructure that is
vey smilar to the SNMP MIB [RFC1156,
RFC1157]. The content of the database is
soecific to each agent, and is out of the
scope of this document.

3.1.1 The Head Quarter

The Head Quarter (QG) is a specid
agent that centradizes the system’s control
functions. It's aso responsible by creation
the other agents, maintaining this way a da
tabase of agents executable codes. It's &
pable of moving, but it only uses this nmobil-

ity in two Stuations

Host A

mE=w

. If the use load of the QG's
host increases (e.g., an user
logs in) in a way that control
functions could disurb the
usr tasks in this dtudion,
the QG migrates to a machine
under lower load;

- If the QG hogt gets invaded or
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infected; if so, the QG m-
grates to avoid subverting it's
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code.

In the dtuations which QG
decides to migrate to a new hog,
the active agents must be in
formed, as they are expected to
return to the host of the QG to
register the acquired experience.
When migrating, there must be

mEEw
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Figure 1— An Example of Micad System, for a network made of three
hosts. Each host runsa Sentind Agent (S); Host A runs, also, an Detach-
ment Agent (D); Host B runsan Auditor Agent (A); Host C runsalso the

HeadQuarter Agent (QG).

teken into account that the QG
maintains several databases, some
of them dored in mass media
These databases must remain ac-



cessble, no matter what host is chosen. It's
convenient save the possble hogts in a lig,
and use URL s to access database files.

The QG reunites information collected
by the agents, issues reports and compiles
datidics, but is not respongble by the user
interface. This interface is offered by other
sysems, by means of SNMP messages.
With this decidons, we achieve tha any
SNMP  client/browser can control  Micad
Sygem.

The QG doesn't makes decisions about
the detection tasks, these decisons are taken
only by the Sentinels and the Detachments.
It cans, however, under that agents request,
fire up new agents, or send derts to the -
erator. Periodicdly, the QG creates auditor
agents, to verify that the whole of the g5
tem remansit’ s integrity, aswe'll see.

The QG doesn't needs intdligence, but
is highly recommendable that it's able to
identify, from the severd kinds of Detadr
ment agents codes, which one is the proper
to handle the anomay deected by the senti-
nel in arequest.

3.1.2 Sentinels

Sentinels are specid agents that remain
resdents in each of the target network hosts,
collecting reevant information, and inform-
ing the QG about eventud anomdies, just
for logging. When a Sentind detects an arbi-
trary level of anomdy, it requests the crea-
tion of a Detachment to the QG, so the De-
tachment can veify with greater detal the
detected anomay. The most appropriated to
handle the verified anomdy is the one cho-
sen and fired up.

The sntind’s life cyde can be de
scribed as follows:

1. The QG credtes, in its own host, a senti-
nel agent;

2.The sentind gets ordered to migrate to
its destination host;

3.The sentind conaults the avallable data-
bases, seeking for anomdies or invason
patterns,

4.1f an anomdy is found, the sentind re-
quest the QG to create and send a De-
tachment, which will handle the Stue-

tion in a more refined way, taking the

appropriated measures.

5. Periodicdly, the sentind saves its execu
tion date to the QG, preventing abrupt
host system’ s failures or shutdowns.

6. Processing goes on, until the hogt ma
chine get turned off (in norma ways, by
means of shutdown procedures) or the
whole system gets ordered to desctivate,
in this case, the sentind migrates back to
the QG hogt, where it records the col-
lected data and terminates.

The sentind should have a minimum
capacity of learning. It's reasonable that, in
the stat of operation, severd fdse darms
get reported. As the operator express his
opinion about the generated dam, it's ex-
pected that the fdse darms get more and
more rare.

Sentinds can exhibit a smdl specidiza-
tion level, to better accommodation to each
target environment. This way, the sentind
assgned to wach an Unix system is ex-
pected to be different than other assigned to
wach a Windows sysem, as long as the
hazards and weak points are different in
eech sysem. This specidization is redrict,
however, to the detection proceedings, as
we Il see ahead, executable code independ-
enceisahighly desirable charecteridtic.

There can be gtudions tha immediate
reaction is necessary, prior that detachment
convocation can be done. So, it's dedrable
that the sentinels be able to react in a certain
way. An example of that is the SynFood
attack, that blocks out the machine commu
nication in short time (even avoiding the
detachment to migrate in). So the senting
must handle itsdf the hazard, avoiding ma
chine blocking.

3.1.3 Detachments

A detachment is a specid agent which
gets created to face a possible hazard. When
a sentind identifies an anomdy or an inva
sion pattern, it requests to the QG that a de-
tachment get created and sent to the anom
ady neighborhood. This agent uses a more
elaborated detection mechanism, and can
take defense and counter-attack measures
agang the hazard, if it gets confirmed.



The Deachment's life cyde is de-
scribed asfollows:

1.The host's sentind identifies an anomay
and gaher rdevant information. This in-
formation is used to choose the most -
propriated code to the detachment;

2.The QG cregates a new agent in its host,
with the chosen code;

3.The new detachment is ordered to m-
grate to the threatened hogt;

4.Upon ectiveting in the threstened hog,
the detachment darts evduating the red
Stuation; it can decide to confirm or -
gate the threat. This decison is passed to
the local sentind and to the QG, for
turereference.

5.1f the threat gets confirmed, the detadr
ment Start the countermeasures. These
can include program desinfection, forced
ending of user sessons, mechine shui-
down, or even counter-atacks, intending
blocking the enemy machine (if the
threat comes from the outside).

6. When the threat gets into control and the
det levd turns back to normdity, the
detachment migrates back to the host
QG, records its execution date for future
reference, and terminates.

There can happen that the detachment
decides that is not the most appropriated to
handle the potentid threat, and request the
cregtion of another detachment. Severd de-
tachments can be active smultaneoudy in a
hos. A maximum load levd must be de-
fined, so the legd user of the defended host
gets the minimum service as defined by s5
tem managers.

The detachments should have a high i+
telligence levd, but its learning can be done
offline. As this kind of agent have a short
lifetime (as long as the threat exists), there's
no time to apply the newly acquired experi-
ence in a dngle activation. This experience
can be reunited and compiled, giving into
new detachment versons.

3.1.4 Auditors

To avoid that agents which code got
ubverted damage sysem’'s security, Miced
counts on Auditor agents, which gets fired

up periodicdly to check the perfect integrity
of the active agents.

The auditor and the QG ae the only
agents permitted to create new agents. It
uses this ability to create back the QG, if it
aborts execution by any reason. If the audi-
tor sees tha the sentind is missng, it re
quests to the QG that a new one gets cre-
ated.

Another peculiarity of this agent is that
it doesn't use conventiond ways to commu
nicae with other agents to accomplish its
work; ingtead, it uses an Auditory APl (Ad-
vanced Programming Interface), which is an
obligatory part of dl Micad’s agents

The auditor doesn't needs any intelli-
gence or leaning fadility; its work is fully
automatic. To verify the integrity of the
agents, it uses precompiled interna check-
sum tables.

The auditor lifecycle can be described
asfollows

1. The QG cregtes the auditor.

2. The auditor connects to auditory APl of
dl the agents in the host and verifies
their execution state (auditory process);

3. The auditor migrates to the next hogt in
the system;

4. The process goes back to step 2, until dl
the agentsin dl hosts get audited.

5.1f the QG sees that the auditor doesn’t
communicate in a cetan time interva,
it concludes that it have aborted, and
recrestesit.

6. The auditing process goes on until the
whole of the system is deactivated.

If the auditor doesn't finds the agent
that it wants, it concludes that this agent got
aborted, and requests the QG to recreste it.
If the aborted agent is the QG, the auditor
recregtes it by itsdf, in the same hogt that it
expectsto find it.

3.1.5 Special Agents

There are other kind of agents in Micad,
beyond the ones seen above. These are
known are “specid agents’, that caries ar
other tasks. One of them is the network con
troller/monitor, as we'll see beow. Any kind
of agent can be created as needed, as long as



it obeys to the behavior rules shown above
(Section 3).

It can be necessary to the fina user, or
the target sysem adminidrator, to develop
their own agents, to accomplish this, they
must follow agent modds and predefined
action libreries.

The SNMP documentation [RFC1155,
RFC1757, Rose95] brings to attention that it
isn't possble to reunite network related in-
formation, specidly in bus networks like
Ethernet, only usng SNMP agents, as they
only see the information that comes into
their hosts. To cope that, we use a specid
equipment caled probe and a structure
caled RMON. As Micad’s agents aso runs
in the hogts, they suffer the same. But a spe-
dd agent cdled Network Monitor, working
together to the RMON probes, can discover
bus blocking attacks like flooding, spoofing
and DoS, and flaws that brings risk to the
network (e.g., a network adapter monopoliz-
ing the bus).

3.2 Inter-Agent Communica-
tion

The communication between Micad's
agents is carried by means of ATP messages
(well see ATP in detail below, Section 3.3).
The Auditor agent, however, carries out its
task using specid access points, o it can
verify other agents internd integpity.

The advantage in usng ATP messages
to cary inter-agent communicetion is thet
there is a predefined library to do that, and
as this library is pat of mobility library, it's
fully compatible with it. ATP messages can
dso ga authenticated and encrypted, and
remote host access is part of the core func-
tions of it. The disadvantage is that user i+
terface programs must be developed to use
ATP messges, dso. Putting dl together,
weve chosen to use ATP messages, until
experience prove us wrong.

Message security is essentid to  our
gods, every message exchanged between
two agents must be authenticated and en
crypted, as we can expect that intruders shall
try to interfere with communications to slb-
vet or tun sysem out of work. As ATP

messages can get authenticated and en
crypted, there’ sno substantia problem.

The process of auditory is a specid is
Ue in communication. Auditor and audited
agents shares a very tight rdationship; it can
even get sad tha during auditory, the au
dited agent tuns into a data module of the
auditor. This decison dso increases the 10-
bustness of the auditory process, as it turns
harder to externa entities to interfere with
these communicaions. This way, there's no
need to use strong authentication methods at
ths levd; a dmple “chdlenge-answer”
method shdl be sufficient.

All auditable agents in Micad must sup-
ply an AP (Advanced Programming Inter-
face), with at leest the following functions:

- ldentification: The auditor identifies it-
f to the audited agent, and asks it to
identify itsdf, back. Pogtive identifica
tion frees up the other auditing func-
tions.

- Integrity verification: The auditor asks
to audited agent to compute the check-
sum of it's code and send it back. This
functions serves to determine that the
agent code doesn't got subverted.

- Execution Control: The auditor can or-
der the agent to abort it's execution, or
even do it by force, if it concludes that
it's code got subverted.

3.3 Mobility

Mobility is a key function to Micad sys
tem. Mobility can be ussful to us in severd
Stuations, such:

- It is necessary that agents get audited pe-
riodicadly. Allocae an auditory module
on each agent would imply in resource
waste, as should get agents more com
plex. A mobile auditor agent can audit,
one by one, each of the defended hosts,
sequentidly, without overloading any of
them.

- When an agent finds an abnormal pa-
tern, it only needs to cdl for another
agent to hendle the abnormadity. Without
mobility, &l agents should need to get
loaded exactly at the point where he ab-
normality would occur, to detect or han



die it. A mobile agent, instead, can move
to the exactly point whereit is needed.

- A mobile agent can eedly track a
“worm”  attack, where the aggressor
jumps quickly from one machine to an
other.

. The processng load can get dynamicdly
digtributed aong the defended machines.

Resuming: we expect that usng mobil-
ity we can get the system to use a minima
amount of resources, and concentrate the
maxima amount of resources a the exact
point where they're needed, a the exact
moment when they’ re needed.

Many mobility frameworks ae avall-
able, offering mobility facilities to agents.
We can see in [Endler98] severd such dter-
natives. We decided to use in our work
ASDK [ASDK98,Langed8]. The cogt of
such decison is catry the ASDK framework
to every machine that composes the target
network, no matter what's the operationd
environment supported on them. Some diffi-
culties arises

1.ASDK is based upon Java, the target
machine must support execution of Java
code.

2. The Operational System must be cgpable
of loading new protocol and procedure
libraries, to accommodate ASDK need-
i
'In%se ASDK (Aglets Software Develop-

ment Kit) evironment was developed by
IBM to provide mohility facilities to agent
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Figure2 —Transfer Process between two Hosts
(extracted from[Langed8])

programs. It's written in Java, and include
primitives to creste, move, communicae
and digpose programs. A mobile agent in
ASDK is known as an aglet (contraction of
agent + applet). The aglet migrates from
one machine to another with help of a server
module, known as Aglets Server.

To travel from one machine to other, the
aglet contects the aglets server from the
target mechine, in a predetermined TCP
port, and identifies itsalf. After authorized, it
dats saidizing its sate and code to a
sream, and send this stream to the target
machine. After trandferring the dream, the
traveling aglet releases the resources in the
source mechine, and gets restored by the
aglets server on the other end, by deserial-
ztion of the stream. The contact, the ident-
fication, the dream trandfer, the control
switching, al these are controlled with ad
of the ATP protocol @Aglet Transfer Proto-
col). ATP dso gves messging fadlities,
with authentication and ercryption.

The idea of a program, or a program
fragment, which is capable of seamless,
autonomoudy, moving through the hogs of
a network, is very security sensble. To ad
in security control, ASDK follows the secu-
rity structure of JDK 1.2 [Gong9g].

In the Sandbox model from JDK 1.0,
the Java code is dassfied in two security
levels trusted (those obtained from the loca
machine) and untrused (those obtained
from outsde). Trusted code have full access
to sysem resources, meanwhile untrusted
code sees a redricted subset of system re-
sources, the so called “sandbox”. JDK 1.1
expanded the “sandbox” mode, dlowing
specid applets to access pieces of loca e
source s, when authenticated by digita
sgnatures. In JDK 1.2, instead, the target
mechineds manager have power to decide
what access leve is alowed to each module.
This is a key feature to Micad’s agents, as
they need access files in locd dorage that
ae vey sndgtive Allowing unredricted
access to these files could cause a security
breach worse than the ones that we intend to
hardle.

The ASDK modd defines three mobi-
ity primitives creation, dispatching, re-



traction and disposing. Each of them is
related to a method defined in the Aglet do>-
ject. The Aglet class defines the executable
module of the ASDK program, and is smi-
lar to the Applet class. The Aglets resdein a
context that is defined insde a host. A host
can have severd contexts, and aglets do
move from one context to other. As Aglets
objects are seridized to get moved, they can
meke use of any class, as long as these
Classes are dso sidizable.

To dlow communication between ag-
lets, independently of its place, ASDK de-
fines the Proxy object concept. When one
aglet cdls the create primitive, credting a
new aglet (the “son’), a proxy object dso
gets created, and is returned to the origind
aglet (the “father”). With this proxy object,
the father aglet can communicate and con
trol its son, no maiter which is its placing.
Communicetion can be done synchronous
and asynchronoudly.

There's an operationd problem with the
proxy approach: when aglets move, the
proxy references to them get invaidated,
and library doesn't gives good solutions to
recongruct them.

WEIl use a solution that we cdl Relay:
each context hosts a relay agent, which e-
ceves communication requests from the
other agents hosted in tha context. If the
rlay knows about present location of the
aglet, it resents the message to the relay
which is responsble for that context. Ot
ewise, it multicasts to the other relays, ask-
ing who knows about the target aglet.

The use of multicast can re-
duce the overhead of broadcasting
(or, even word, retrangmitting) to
find dl the known relays, and dso
avoids that the relays need to reg-
ister each other.

When an aglet comes to a
context, it regigers himsdf within
the context's reay. Just before it
leaves, it dgnds up the rday,
which informs the other rdays to
update their routing tables.

There was a bit of controver-
sd if java gpplicaions could ac-
cess the data needed to detect i+

truson, snce tha informaion normdly re-
Sdes deep indde the Operationa System.
There is two gpproaches to cope with it: i)
use JNI procedures, a a cost of loosing
portability; ii) use native SNMP agents to
consult the needed data.

3.4 The Target Environment

We intend use Micad System on an &
vironment composed of Unix, Windows 9x
and Novel Netware hods It's very usud
find corporative networks compound of any
combination of them, specidly in brazlian
market. As a work follow, we intend extend
Micad to Windows NT.

The multiple OS environment was one
of the key reasons why Java got chosen to
development. Some other dternativesare:

- Use of each target machin€'s object
code: The fastedt, but the worst of al -
lutions, as it would deny use of nohility.

- Use of interpreted languages (perl, tcl,
shell scripts): A good solution, in com
patibility point of view, but very hard to
implement in practice, as not dl the n&
chines and OS have those interpreters. It
would be dso the worst performance
one, besdes interpreted languages, ex-
cept perl, don't offer access to low level
informetion.

- Java: The mult-OS  requirement
grongly recommends use of Java, as
Java is a full multi-platform program
ming environment. The mohbility library

Figure 3— Message Exchange between two aglets by means of a Proxy

object (Extracted from Lange98)



(ASDK) iswritten in Java, dso.

3.5 Comparing Miceel to

AAFID model

There are a few points in [Zamboni98]
tha we can comment with criticad vison.
First of al, AAFID is an fixed agent system,
in which agents are custom:-built to the tar-
get machines. The didribution and loading
of these agents is a very complex task.
Every agent must know the present configu-
ration and distributing, as they may need to
change data. Altering this didribution im
plies in a minima way, in reconfiguring the
most of the sysem. As communicetion is
spoecidized into internd and externd, there
can be gtudions in tha just moving an
agent from one hogt to other may imply in
recompile, or even rewriting, some sysem's
modules. The sudden gppearing of a new
hazard in somewhere in the network may
impose in sysem’'s reconfiguration, even
that this hazard is dready known in other
locations.

Micad, in other way, takes from the
mobility of its agents his differentid. The
agents only need to know where they must
go, and get there automdicaly. The system
can aso adapt to sudden load changes, and
move proper agents to the neighborhood in
which they ae redly necessary, jugt in the
moment that they are necessary. It is poss-
ble to have a fast reaction to new hazards, or
to changes in the attack profile. With the use
of Java language (see Section 3.3), any sys
tem can get protected from Micad, as long
as it implements some kind of Java Virtud
Machine (JVM).

4 Final Comments

We presented here an Intruson Detec-
tion Sydem's architecture, named Micad
Sysem. Micad System works with ad of
autonomous, mobile, digtributed software
agents, 0 it can protect, with minima re-
source use, the hosts in a network, and in
practice the whole of the network.

Micad's agents are classfied according
to their peformed tasks, and communicate

eech other with ATP messages. Such agents
use SNMP to gether detection information.
Periodicdly, agents get audited, assuring
ther correction and integrity. Agents ae
written in Java, S0 we can use a mixed OS
environment, tha is on of our basc gods.
The mobility framework is supported by
ASDK package, which, dong to JDK 1.2,
offer privacy and authentication facilities,
which are essentia to such architecture.

Beyond a Network security tool, Micad
Sygtem will be useful as a research bench in
severd  technologies, specidly on  mobile
agents, which is a fidd as fetile as unex-
plored. Another contribution is bring greater
integration of such technologies to manag
ing functions. The architecture is drongly
modular, so the process of producing new
agentsisvery essy.

In the time this aticle got written, the
project was in development step, with a few
prototypes implementing mobility  fadilities,
with excdlent results. We expect that in a
faw weeks well have the firg detection
agent into running. These results have been
achieved usng ASDK 1.0.3 and JDK 1.0.7h.
We will proceed work usng newer verson
of these packages. Theré's no performance
andyss in any way; but is easy to redize
that the overdl peformance of the system
rdy grongly in the WM peformence. As
theres a red big interest in runing Java
programs (because of Internet), we can ex-
pect VM to be very efficient, and get more
and more fast and robust.

Some points got left behind, by reasons
of dmplicdty and fiting to the avaldble
time The bet example is the intdligence
and leaning fadlites Severd agents of
Micad sysem need some intdligence, or
learning. Intelligence and learning would be
useful in severd Stuations

- The fdse dams could be minimized by
use of learning;

- System behavior can be adjusted to user
needings, without use of highly dabo-
rated but worthless functions;

- Only usgful functions get loaded, result-
ing in alower system load;



- New hazards can be identified and in
cluded, without need of recompilation or
reprogramming.

We intend to add intelligence and leam-
ing fadilities to Micad’s agents in the future.
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