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Abstract

Putting in more security measures and access controls within an organisation runs
contrary to operational efficiency and convenience. Although the balance between se-
curity and operational efficiency is critical to making the combination works for the
better, most administrators will rather forego security than performance if either has
to be traded off. To address this problem, we propose a complementary infrastruc-
ture to manage and monitor the existing network. This infrastructure is called the
Shadow Netowrk Management System (SNMS). It integrates seamlessly with the net-
work infrastructure without degrading network performance and user convenience. The
underlying paradigm is one of making it possible for security and operational efficiency
to co-exist, rather than trading off one for the other. We show that SNMS can provide
the necessary assurance to prevent intra-network misuse without affecting the flow of
network traffic and access.

1 Introduction

Most large organisations tend to have large network which spans across boundaries of de-
partments and divisions. The traditional approaches towards network security emphasize
more on defending against external threats [1]. Each organisational unit may have its own
network sub-culture and security policies. But the model of trust and dependency among the
organisational units is fundamentally different; there are much less access controls. There-
fore, the security policies for internal network access that are based on the promiscuous trust
model may not be sufficient to address the potential threats within the organisation.



1.1 The Scenario

Consider the scenaro as illustrated in Figure 1. The entire network is assumed to interface
with the external network, which is untrusted. A perimeter gateway is installed against
external threats and leakages from the internal network.
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Figure 1: Traditionally, the network only guards against external threats; the presence of
internal threats is generally ignored.
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The internal network is logically organised into smaller segments. For segments that are
situated over dispersed locations, the basis for trust among them should be scrutinised. A
better approach is to treat the entire network as a set of systems with lesser trust (as in
Figure 2).

1.2 Motivations

The main motivation behind this work is the increasing awareness that internal threats can
be as serious as external threats. While the external threats can be addressed with generic
perimeter IDS tools, internal threats are more specific in nature.

To meet the security challenges of internal threats, we assess that network traffic is a
suitable and practical area to focus on. The main idea is that interactions among network
resources are network traffic.

While any global snapshot of network traffic would require unjustifiable hardware and
administrative support, a practical paradigm is to deploy a set of suitable tools at critical
locations. By collecting and correlating information at various locations, the administrator
can have a reasonable good idea of what is going on in the network.
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Figure 2: A large internal network may require different policies for smaller subnets; threats
are present internally. From the view point of DMZ, there is a symmetry with respect to
threat sources.

2 Nature Of Intra-network Threats

To address the cyberspace threats within the organisation, there are two limitations. The first
limitation is the performance penalty when one chooses to activate the security features in the
networking devices. Unlike the inter-network traffic, intra-network can be very heavy. The
second limitation is the potential problems associated with insecure network management.

2.1 Inadequacies Of Inter-network Strategies

Unlike the inter-network threats, some current networking devices may be exploited when
they are deployed on the intra-network setting. Although current networking devices offer
some monitoring capabilities, they are usually not utilised to avoid performance penalty.
Some of these inadequacies are highlighted below.

2.1.1 Firewall Logs

Firewall can be used to log all network traffic in a large network. But, it would require a
large amount of storage and tremendous maintenance efforts.

A compromised policy may attempt to log some specific transactions, but it would not
be sufficient to protect the network against malicious internal threats. An example of this
would be a malicious user who prepares his attack by doing port scanning on a target server.
As this action is not typical of transaction, it is unlikely for the generic IDS to pick up the
probe.



2.1.2 Inter-network IDS

One may deploy generic perimeter IDS to protect the subnets. This allows the subnet to
monitor the local network traffic and pick up the local threats. Unfortunately, the logging
system may be defeated by IP spoofing. Hence, when an instrusion occurs, there is nothing
to fall back to.

2.1.3 Access Control List For Routers

For some routers, it may be possible to include an access control list. This mechanism may be
used to enforce policies for traffic directed to the critical servers. However, this is usually not
utilised due to performance degradation. According to [2], a 200-line access control list can
slow down a high-end router (such as CISCO 7000 series [4]) by 75%. The performance loss
will become intolerable for any administrator to jeopardise his career. One may suggest that
the segregated network will no longer require the same amount of rules if implememented
on routers. Unfortunately, it was reported in [2] that the installation of the first rule would
have reduced the performance significantly.

Most routers nowadays allow logging, just like firewall. The routers rely on the access
control list to log the traffic [2]. However, these logs tend to be superficial. For example, the
log may not contain the content of the network traffic, which usually carries the signatures of
malicious attempts. On the other hand, increasing the level of detail would impose further
performance penalty.

2.2 Insecure Network Management

To improve the efficiency of network management, administrators usually manage their
routers and network equipment via SNMP protocol. While SNMPv2 and SNMPv3 are
fairly secured, most management scheme still falls back to SNMPv1. But, this protocol is
insecure.

In the SNMPv1 protocol, the community strings are sent in clear. If the network manage-
ment console is a few hops away from the network equipment, the exposure of the community
strings is very large. The SNMPv1 protocol also lacks authentication.

For convenience, most administrators seem to leave the community string with default
or easy-to-guess value. Once this string is known by malicious internal user, he can exploit
this to attack critical resources within the network.

3 Our SNMS Infrastructure

To provide a defense against internal threats, we propose an augmented infrastructure to
perimeter defense [3]. SNMS (Shadow Network Management System) is designed to improve
intra-network security without incurring penalty on network performance and administration
efficiency. Figure 3 illustrates how the system is like.
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Figure 3: The SNMS Infrastructure

A key component known as Network Radar (NR) is designed to be deployed in all strate-
gic network locations. For example, NRs can be deployed beside the routers. These NRs
differ from the network monitor in that it is deployed to gather network data for response
subsystem. Once the NRs detect a high level of suspicious activities (say using statistical
approach), it would contact its own response subsystem and notify the other SNMS objects.

To cater for switched-based network, NR has to be deployed between critical subnets.
Every network packet that goes into each subnet will be policed by the network radar. Unlike
the shared-media network, we assume that trust can be maintained within each subnet. This
is usually practical as administrative policy tends to cluster users from the same department
into the same subnet.

SNMS draws upon the physical connectivity as well as host-based services to achieve
stealth. This is to minimise the possibility that the internal threat is alerted prematurely.
Moreover, network maintenance would not be increased as the stealthy NR’s are invisible to
the network.

Another component is a centralised control center, which will be located at one of the
subnets. The NRs feed data to the control center for consolidation. From the control center,
the administrator can manage the operations of the NRs.

The final component is the secondary network for intra-SNMS communications. As
SNMS does not insist on the nature of the network, it can be implemented cost-effectively.
One option is to use a radio network for wide-area network. For large organisational network,
it can be implemented by using some of the spare cables in the main trunks.

Once the NRs are enforcing the policies dictated by the control center, the intra-network



traffic will be policed passively. Network performance hit is a non-issue.

4 Addressing The Intra-network Threats

These stealthy NRs are the work horses in this augmented infrastrucutre. Like the network
monitor, they are able to sniff the network traffic in real-time with minimum number of
occurrences of dropping packets. The design and implementation of real-time sniffers are
well reported [5, 6].

A description of how the SNMS infrastructure would address the problem idenitified
earlier is in order. The capabilities highlighted in the next few sub-sections distinguish
SNMS from the traditional network monitor.

4.1 Secured Intra-SNMS Communication

All NRs maintain contact with the control center. Communication within the SNMS will be
secured using encrypted and authenticated channels (see Figure 4). These channels would
take care of issues such as authenticity, integrity and confidentialty of the messages. With
the secured communication channels, the control center can manage the NRs securely.
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Figure 4: The NRs and control center communicate in secured manner. Dedicated physical
network media may be used too.

4.2 Secured Network Management

In SNMS, NRs are capable of network management. Network management can be done by
the control center via the NRs. The administrator can ride on the secure communication
channels within SNMS and minimise the exposure (as illustrated in Figure 5).
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Figure 5: Network management traffic can be contained within SNMS and reduce the expo-
sure to the other network devices

Thus, any command issued by the control center can be relayed to the network devices
in the immediate proximity. Since the exposure between the network equipment and NRs is
low, the possible leakage of community string is reduced to its minimum.

4.3 Basic Intrusion Detection Capability

Port scanning is likely to occur before the actual attacks. Intrusion tools are capable of
carrying out “stealthy” scanning to check for open services hosted by the target server.
Examples are SYN probe, FIN probe and UDP probe. Moreover, there are also commercially
available scanning tools such as ISS scanner [7] that can give very detailed description of the
potential vulnerability of the target.

NRs will be implemented with the capability to detect such attempts. Once such attempt
happens, NRs will inform the control center and keep a close look-up for such activities at
the same time.

4.4 Traffic Logging and Trace

For a network monitor to log every single network packet, it would require substantial amount
of resources. For example, if a network is running at a throughput of 50Mbps, the amount
of log it generates per hour just for a single subnet is considerably huge. Therefore, logging
of network traffic must be selective.

Once the control center is notified of some suspicious activities, the NRs would start
to log the traffic from that particular IP. The logs would be sent to the control center for
analysis. It would also be possible to introduce some heuristics in the control center to
contain the suspicious subnets.



As the NRs are deployed mainly between the critical subnets, their number would be
comparable to the number of subnets. If the coverage of NRs is sufficiently large, the control
center can analyse the logs to gather network-wide activities. The control center may infer
information such as the origin of the intruders, even if the IP address is spoofed.

4.5 Invisibility of NR

NR should be kept as stealthy as possible. Minimally, it should deceive malicious user who
tries to find out the existence of them. One possible way is to modify the IP behavior such
that it gives false signal to the attacker. For example, NR only response to ICMP "ECHO
REPLY” packet of a certain size. In this case, if a malicious user tries to ping the subnet to
check for NR, he will most likely be deceived.

4.6 Easy Upgrade Of NR Capability

The NRs must be maintained easily to be operationally viable. The upgrading of the NRs
can be done remotely via the control center through the isolated network. This is not a new
idea as we have it implemented in NIDAR [3].

5 Anti-hacking Capabilities IN SNMS

The NR is also equipped with anti-hacking capability to deceive malicious users and to
terminate malicious attempts. This is critical to the gathering of sufficient forsenic evidences
of malicious activities.

Take for example someone tries to do TCP port scanning on a server that is located
behind a router. Once the NR deduces that a port-scan is being carried out, it can start to
carry out the appropriate response. Even if the server do have the particular port opened,
the NR can simply send a TCP RST packet to the offender on behalf of the server. Though
the SYN ACK packet from the server will eventually reach the hacker’s machine, the RST
packet sent by NR will reach the hacker’s machine first. This will be able to deceive most
hacking tools.

Moreover, network administrators can implement a list of TCP-based access control in
NR. Suppose a router (say C) should not route traffic from a subnet (say A) to another
subnet (say B). Any attempt to do so may trigger the other NRs through SNMS when the
rule is violated. On the detection of the traffic from subnet A going to subnet B, all NRs
will activate their logs on that particular IP and alert the control center. As a real-time
response, the NR will then send a RST packet to the server to terminate the connection.

Furthermore, the NRs can also detect or prevent malicious attempts on network equip-
ments. For example, a malicious user may attempt to manage the devices by guessing or
sniffing the SNMP community string. Since the SNMP traffic is carried in the isolated ded-
icated network, the user will not be able to obtain the necessary information. The NRs can



also prevent denial-of-service attacks since they can wrap around the equipement’s network
interface.

Last but not least, NRs can communicate with each other and there will be no perfor-
mance penalty on the original network infrastructure. The control center assumes that NRs
will maintain heartbeats among them. If any of the NR is brought down, the control center
can be promptly informed and appropriate reactions can be activated.

6 Conclusion

As the network continues to grow larger, the possibilities of internal threats can no longer
be ignored. Taking note of the limitations of deploying inter-network security measures, we
have presented a shadow infrastructure that augments the existing network to improve the
overall defense against internal threats. And most importantly, this can be done without
degrading the performance of existing network.
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