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1. Outline

» Interest of behavioral detection against unknown malware

Theoretically detects, if not innovative malware,
at least variants reusing known techniques

= In AV products, behavioral detectors still rely on too specific characteristics
Escape through simple functional modifications (variants multiplication)

= Can we describe malicious behaviors generically ?
= Can we address the semantic gap between the model and data collection ?
= Can we detect accurately these descriptions in a reasonable time ?
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1. Outline

Increasing expressiveness of behavioral models

m 1995 — Simple Finite State Automata [B. L. Charlier et al.]
 Alternative sequences of operations

m 2005 — Information flow analysis [J. Newsome et al., S. Bhatkar et al.]
* Operations involving misapropriate data flow

m 2007 — Graphs with data dependencies
[M. Christodorescu et al., L. Martignoni et al., J. Morales et al.]
« Sequences of operations with data dependencies
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Behavioral Descriptions
based on Attribute-Grammars
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2.1 Abstract Malicious Behavior Language

External Objects
(Hardware, OS, Applications)

Interactions

= Internal operations (Turing complete)

m Interactions to interface with external objects temj,‘;‘j,aef,m
= Grammar: syntax and operational semantics —T

for operations and interactions ~ | Malware encapsulation [

m Object binding using identifiers
- Constraints on the data-flow
= Object typing

- Reveals the purpose of objects Type partially ordered set
in the malware lifecycle e.g. Purpose Type
% Persistence Permanent objects
Propagation Communicating objects
Residency Booting objects
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2.2 Describing Duplication

= Duplication principle:
Copying data from the

self-reference towards
a permanent object

m Syntactic productions convey

different technical solutions:

-Single block read/write
-Interleaved read/write

-Direct copy

-Possible permutations

= Propagation differs in typing:
Communicating object
as target
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(i) < Duplication>

{ < Duplication> srcld

as =/

<Create> <Openz< Read><Write>
<Open><Create>< Read><Write>
< Open>< Read><Create =< Write >
<Open>.objld

| << Duplication>.src Ly pe

< Duplicationz targld

|< Duplication>.targ Type

this [e—
< Create> objld — Obiject typing
obj _perm j—

<Create.objType
<Open>.ohjType
< Read>>.objld

< Read> ohjType
<Writez= objld
=Write>.ohiType

< Duplication>. targ Lype
< Duplication src Type
< Duplication > =rcld

< Duplication>.src Type
< Duplication= targld
< Duplication>>. targ Type

Object bindin

|<Write. varld

< Read> varld |« I

{ <Interleaved RW >.uhjlld
< Inferleaved RBW = objl Type
< Interleaved RW > 0bj21d
<Interleaved RW >.0bj2Type

{ < Duplication= srcli
< Duplication> srclype
< Duplication> targld
< Duplication>> targ Type
< DirectCopyz=.ohjlType
< DirectCopy>.objiType

< Open=<Creafe=<Interleaved RW
< C'reate>> <Open><Interleaved RW =
= Duplication =rcld

< Duplication src Type

< Duplication> targld

< Duplication>.targ Lype +
< DirectCopy=

< DirectCapy>=.ohjlld

this

< DirectCapy=>.ohj2ld

obj perm

< Duplication > «rc Tvpe

< Duplication>> targ Type +
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Detection by Attribute-Automata
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3.1 Layered Architecture

= Collection mechanisms: recovers execution traces

m Abstraction layer: translates collected traces into the behavioral model
= Detection by parallel attribute-automata: parses behavior descriptions
m Configuration process: new objects, languages, or behaviors

Apslicativa Configuration Abstraction Coliacied
Environnen Data '
Object .| Abstraction

- Identification of objects
with potential misuse

classifier | components T

Language
References

Detection
Farralel detection automata % E
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3.2 Abstraction Layer for Translation

= Translation is specific to a given language
= Translation by mapping for arithmetic and control operations
= Translation by mapping from API calls over interactions E@

Interaction Object Windows

Class Nature Native API
Open File MtOpenFilelptr FileHandle, ..., strFilePath, .. FileSystermObject GetFile (str FilePath)
MtCreateSection(ptr SectionHandle, ..., ptr FileHandle) FileSystemO bject GetFolder(str FilePath)
FileSystemOhject. OpenTextFile{str FilePath)
FileSystemObject GetDrive(str DivePath)
FileSystermObject Drives.ltem {int Driverumber)

Registry NtOpenKey (ptr KeyHandle, ..., strk<eykame, ..
MEnumerateKeyiptr KeyHandle, ...}

Metwork Nt penFileotr DeviceHandle, ..., str MetworkDevicePath, .0
White File NtWriteFile {ptr FileHandle, ..., ptr Buffer, ...} FileD hject Wiite{str Walue)
NtWhiteF ileG ather (ptr FileHandle, ..., ptr Segmentarray, .0 FileQhiect WriteLine(str Y alue)
FileQhiect Copyistr FilePath)
FileCrhject Movestr FilePath)
FileSystemObject CopyFile(str FileFath, str FilePath)
FileSystemhiect. MoveFilelstr FilePath, str FileF ath)

Registry MtSetValuel ey(ptr KeyHandle, strifalue, ..., str Buffer, ... ShellObject RegWritedstr KeyMame, str ' alue)
Metwork MtD evicelo ContolFile(ptr DeviceHandle, ..., SendCantrol, ptr Buffer, .3
b il M ailOhject TextBody{str Content)

il ailobject Bodyistr Content)

i ailCbject. AddAttachiment(str FilePath)
bl ailOhject.AttachFile.Add {str FilePath)

il ailobject Attachmems. Add{str FilePath)
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3.2 Abstraction Layer for Translation

= Translation affects to objects a unique identifier and a type

m Specific to a platform and its applicative configuration

» Deployed by decision trees depending on the object representation:
constants, addresses and handles, character strings

N\ L
o A4 =
| Examples: Windows configuration

Symbolic link [ Removable or Network drive J -X is a flash drive fettar

[ Self-reference ] -Path to executing program

VPN Link

X = local drive

-Path to "system. i

[ System configuration flle] Path fo "autoexen. bal”

[ File at a shared location ] -FPath contains a P2P directory

X = "device"”

-Path to "AfchEnpoint”
-Path to "fopin”

Path [ Network driver

VA Path

() s

X = "Registry” [Browser configuration ] -Path to "Software!. .

D Boot objects . Mnternst exploren\Start Page™
{ System configuration key] -FPath o "Soffware\Microsoffl.

D Communicating objects T CJARun®ar . ANRunSenvices”

= Tree generation by identification of vulnerable objects at three levels:
hardware, operating system, applications (connected and widely deployed)
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3.3 Detection Layer by Attribute-Automata

m Translated events in input
m Each event feeds the parallel automata for progression in the derivations
= Each automaton manage several derivations:

parallel derivations corresponds to different behavior instances

Y

m , [EFDHD___FsLl Derivations

| " Ay (Current State,

' ' Parsing Stack,
- I: rI:>141T1|:|_*— FSlam Semantic Stack)

ED el e el en i i

Events i i r I:[:Fpkl D:rskl
(Inteaction/Operation, Ak o ’ ’
Semantic values | |
) i i ~, D:I:Fpk,mDI Fsk,m
i Drrpn,lu—_—rsn,l
A, S
»_ I:IIFpn,ml:l: an,m
Automata
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3.3 Detection Layer by Attribute-Automata

= Semantic routines check prerequisites and evaluate consequences:

match collected semantic values with computed ones
or computes new values from existing ones

= Irrelevant events are discarded
= Potentially ambiguous events duplicate derivations:
Ambiguous = related to the behavior but making derivation fail

open this ' open filel an fi .
C p O read this () p ( >0P n fle2 Duplication

Recognized
Start Duplication Duplicate

. o open file2 write file2
Derivation Derivation
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3.4 Prototyping

= Two abstraction components for PE traces and VBS Scripts:

log analysis for PE dynamic traces and path exploration for VBS scripts
= Four detection automata:

duplication, propagation, residency and overinfection tests

PE Executable | | VBS Seript
NtTrace VBS Interpreter

Collection & Abstraction

Layer
logs Classifier

PE Translator VBS Translator

symbols

Parallel Behavior Automaton

Detection
Layer
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Coverage and Performance Evaluation

PE Pool of Legitimate Samples (50) PE Pool of Malware Samples (217} VBS Pool of Legitimate Samples {80} VBS Pool of Malware Samples (202}
Systemn & Exchange & P2P Email Registry rail Senerators .30 Vi
LUtilities. 20 Communication. 3|| Worms. 40 warms. 60 Repair. 8 hanagers. Flash Drive 'FEL:S'

Ml WA re 14 wWarms. 4
i || Met
Multimedia Warms 15 Cleaners.
Apps. 7 8 Information|| RC
_ Traojan. Disk & File - Collectors || ¥¥0rms. 26 Ermail
SECUrity Orfice 20 Explorers. 10 P2P Warms. WWorms.
Apps. 6 Apps. B Wirus. g2 15 Encaders. 4 an —7 51
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Behaviors ; Global .

Duplication T108.33%) | 31077.5%) L 15(18.20%)] 80333%) | 600%) | do.54% || T E Detection Rates

By single read/write A1(68.33%) | 30(/5%) | THL0#7) | 8(33.33%) | 6(30%) 75,630 | | EmMW = Email-Worms,

By interleaved maclx’i-'rite )rl"'?"‘_ﬂ\ 3(?,5_‘.':-"{--} 3(3,66%) HOZ7 000%) 8,29% P2PW = P2P-Worms,

Propagation EN ( 46.67%) )| 1947.5%) | 3(3.66%) ( 1(6:67%) ) 0(0%) 12.44% | | Ntw = Network Worms,

By single read/wiite 6Ll | 19(47,5%) | 3(3,66%) | HeLL%r | 0(0%) 12,44% | | \/ = Virii, Trj = Trojans

Residency 36(60%) | 22(35%) | 5(60.08%) | 6(40%) | 9(45%) 35,04%

Overinfection (est 0(0%) 0(0%) 0(0%) 0(0%) 000%) L —0:00%

Global detection 43(71,67%) | 33(82,50%) | 16(19,51%) | 8(53,33%) | 11(55,00%) w TP

VBS Detection Rates  EmW = Email-Worms,

FdW = Flashdrive-Worms, IrcW = Irc-Worms, V = Virii,

P2PW = P2P-Worms, Gen = Malware Generators
Behaviors EmW FdW IrcW P2PW v Gen Global
Duplication 43(84,31%) | 4(100%) [ 20076,96%) | 22(73,33%) | 44(72,13%)| 30(100%) | 80,70%
By direct copy 41(80,39%) | 4(100%) | 20(76,96%) | 22(13.33%) | 25(40,98%) | 30(100%) | 70,30%
By single read/write 8(15,69%) | 000%) | 4(15,38%) | 3(10%) 21(3443%) | 0(0%) 17.82%
By interleaved read/write | 1(1,96%) | 0(0%) | 0(0%) 0(0%) 8(13.11%) | 0(0%) 4,46%
Propagation 33(64,71%) | 3(75%) | 5(19,23%) | 25(83,33%)| 5(8.20%) | 30(100%)| 49,99%

By direct copy 33(64,7/1%) | 3(15%) | 4(15.3800) | 25(83.33%) | 3(4.020) | 30(100%) | 48,520
By single read/write 3(5,88%) 0(0%) 2(7,69%) 1(3,33%) 2(3.28%) 0(0%) 3,96%
Residency 32(62,75%) | 4(100%) | 20076,92%) | 18(60,00%) | 20(32.79%) | 30(100%) | _6-20%
Overinfection test 4(7.84%) | 1(25%) | 1(3.85%) | 0(0%) 0(0%) 00fzN| 2,.97% )
By conditional 1 40/, 84%) 1(25%) 1(3,85%) (0%} 0(0%) 0(0%) N Y U
By inverse conditional 2 | 0(0%) 0(0%) 0(0%) 0(0%) 0(0%) 0(0%) =805,
Global detection 46(90,20%) | 4(100%) | 25(96,15%) [ 27(90,00%) [ 50(81,97%) [ 30(100%{ | 90,00% ) TP
N——
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4.1 Detection and Error Rates

= Limitations in the dynamic collection mechanisms (PE Traces Anlayzer)
« Simulation software configuration: 64% of missed Virii did not execute properly
» Simulation network configuration: 75% of Email-Worms did not show SMTP activity

* Collection level impacting the data-flow: 10% of Viriiand Email-Worms missed
because of intermediate operations in memory (mutation, base64 encoding)

= Limitations in the static collection mechanisms (VBS Script Anlayzer)
* Body ciphering: only string ciphering supported yet
« Cohabitation with other languages: failure of the syntactic analysis

m Irrelevances in the behavioral model
* Too much specific descriptions: only 2% of Overinfection tests detected

» A single false positive for residency in more than a hundred samples
* No real false-positive: malware cleaner restarting the browser start page
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4.2 Performance

m PE Traces Analyzer. 0,340s/log
= VB Script Analyzer: 0,016s/log
m Detection Automata: 0,440s/log (PE) 0,001s/log (VBS)

= Important theoretical complexity in worst case scenario
= Reasonable operational complexity in function of the ambiguity ratio a
= An important a is already a sign of malicious activitylih\

\V

40
Mal Samples
Complexity Value 35 J Number of samples ! /?\\\ :Leagﬁi?rrweate Somples
30
[\
25 n
Worst Case : ;( ;1.,( an _ 1)) e //}(\\ \\
] 15
Best Case ”(;l,.”._) . /] \ N A P
_ > : L/ P
Operational i!'j(-fl'(l{ n-+n }} '_,_d | Intervals of a values ||
2 ° ef""\lné\Iw‘s\lﬁ“’\lﬁé\lm&lﬁ‘s\lm&lﬁ"’\ m“’\lm‘i’\lm‘s\lgﬂs\lm‘\
& ‘5”9. & Wss' T?ss- PO <:?.fv & &S é;—:- PO
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Considerations and Perspectives
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5. Considerations and perspectives

Contributions

s Generic, synthetic and human understandable behavioral signatures

= Proofs of concept for the detection automata and two abstraction
components analyzing PE traces and VBS scripts

s Experimentations showing promising detection rates and reasonable
performances

Perspectives

m Increase the detection coverage by using sophisticated collection tools:
tainting tools to avoid breakdowns in the data flow
» Profiling malware categories according to their behaviors
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Thank you for your attention,

o

A

Any guestions?
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