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Abstract

The number of intrusion detection systems (IDSs) is large and growing. Most IDSs are signature based, which means
that they include signatures for some collection of known attacks, and monitor an event stream looking for instances
of any signature in their collection. There is an enormous duplication of effort within the IDS community, as each
newly discovered attack requires independent specification for each IDS. Sharing of signature collections has obvious
advantages for the IDS community as a whole, mainly by (1) allowing better allocation of scarce resources (developers
and researchers) and (2) supporting peer review of signature collections, which can lead to better signatures and better
detectors.

Snort is an IDS with a large published collection of signatures. This paper considers automated translation of Snort
rules to STATL scenarios. Automatically translating Snort rules to STATL scenarios has the practical effect of allowing
the use of Snort’s large signature collection with NetSTAT sensors, with essentially no new work as new Snort signatures
are developed.

A snort2statl translator has been developed that implements the described translation scheme. Most of the signature-
specifying elements of Snort’s rule language are easy to translate to STATL, but developing the translation scheme and its
implementation, and then translating the complete set of rules in the standard Snort rule set into STATL scenarios, raised
a few issues that are discussed.
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1 Introduction

The number of intrusion detection systems (IDSs) is large and growing. Most IDSs are signature based, which means
that they includesignaturesfor some collection of known attacks, and monitor an event stream looking for instances of
any signature in their collection. Each signature-based IDS has its own mechanism for specifying signatures and loading
them into the sensor. Consequently, there is an enormous duplication of effort within the IDS community, as each newly
discovered attack requires independent specification for each IDS. Some of this duplication is by choice. For example,
vendors of commercial IDSs typically are unwilling to share their signature collections because doing so is seen as giving
away valuable, proprietary information. To the extent possible, however, sharing of signature collections has obvious
advantages for the IDS community as a whole, mainly by (1) allowing better allocation of scarce resources (developers
and researchers) and (2) supporting peer review of signature collections, which can lead to better signatures and better
detectors.

Snort is an open-source, lightweight, network-based IDS for which a large collection of signatures has been developed
and published [4, 5]. Snort’s simple rule language supports matching single network packets, generating alerts or log
messages, and responding or reacting to matched packets. Snort supports three protocols explicitly — TCP, UDP, and
ICMP — implicitly supports the IP protocol, and also supports simple decoding of RPC requests. Snort enjoys wide
popularity and is well supported by a large community.

This paper considers automated translation of Snort rules to STATL scenarios. STAT is a framework developed by
the Reliable Software Group at UCSB for building IDSs [6]. The STAT framework includes a domain-independent attack
description language called STATL [1]. The family of IDSs that have been built as STAT extensions includes a network-
based system called NetSTAT [7]. NetSTAT includes support for the Snort-supported protocols and others (e.g., ethernet
and ARP). Automatically translating Snort rules to STATL scenarios has the practical effect of allowing the use of Snort’s
large signature collection with NetSTAT sensors, with essentially no new work as new Snort signatures are developed.



The next section is an overview of the Snort rule language, with a discussion of how some example rules would be
translated to STATL scenarios. Section 3 specifies how to translate Snort to STATL, defining a translation for each Snort
rule element. Section 4 summarizes what was learned from this translation exercise, identifies inter-IDS translation issues
that arose, and makes recommendations for signature sharing.

It should be noted that the translation being discussed in this paper is from Snort to NetSTAT, not Snort to (abstract)
STATL. STATL provides no event types or predicates for specifying signatures over the TCP/IP domain. Those types and
predicates are in the TCP/IP extension library that is an essential part of NetSTAT.

2 Snortrules

Each Snort rule has muile headerandrule options The rule header contains the ridetion, the protocol source and
destinationP addresseandnetmasksand source and destinatiports. The rule options are predicates on packet fields,
or the text of messages to be logged/displayed for matching packets, or response/reaction directives. An example rule is:

alert tcp $EXTERNAL_NET any -> $HOME_NET 21 \
(msg:"FTP passwd attempt”;flags: A+; content:"passwd";)

The rule header consists of the action keywalelt and everything else before the left parenthesis, and the parenthe-
sized list contains the rule optiohsThis rule matches TCP packets from any external source IP address and port, to port
21 on the local network, containing the stripgsswd and having at least thr®CKflag set. Whenever a matching packet

is found, an alert is generated with the text “FTP passwd attempt”. This example will be seen again in section 2.4, where
an equivalent STATL scenario is constructed.

2.1 The rule header

The general form of a Snort rule header is:
action protocol leftlP left_port direction rightIP right_port
The elements of a Snort rule header are defined as follows:

e Theactionis one ofalert , log , pass, activate , or dynamic . The first generates an alert, the second
generates a log record, and the third causes the packet to be passed with no alerts or log records. The last two
provide a simple form of rule linking: aactivate  rule is like analert  rule that also activates a corresponding
dynamic rule. Thedynamic rule is like alog rule with a counter. In STATL terms, trectivate  rule would
be a transition to an intermediate stateand thedynamic rule would be a looping transition from to itself,
with an exit transition based on a counter. An example is given in section 2.4, and details are in section 3.2.1.

e Theprotocolis one oftcp , udp, oricmp .

e An IP address is the keywoahy , which matches any IP address; or a standard numeric IP address with a netmask
in CIDR form (e.g.,192.168.1.13/24 specifies the class C network 192.168.1.0); or a comma-separated list
of IP addresses enclosed in square brackets (#32,168.0.13/24,192.168.1.13/24] ). A negated IP
address! addressmatches any address except the one specified. For exdafi?e]68.1.0/24 matches any
IP address that isotin the class C network 192.168.1.0.

e Ports are specified by the keywoady , which matches any port; or a single number (€2§. matches port 25);
or a range (e.g.6000:6010 matches any port in the range 6000 to 6010); or a hegated port number or range
(e.g.,!25 matches any port except 25, alt00:6010 matches any port not in the range 6000 to 6010); or a
comma-separated list of port numbers (e3§18,2600 ).? Either the upper or the lower bound of a range may be
left out (e.g.,;6000 is the range of ports less than or equal to 6000).

e Adirection operator between the left address and port and the right address and port specifies whether traffic matches
in one direction or both directions. Single-direction matching is specified withf br “<-”,3 and bidirectional
matching with <>".

1Each Snort rule must be on a single line. The examples in this paper are split across lines for clarity.
2The port list syntax is used in the standard Snort rule set but undocumented.
3The direction operatot- is used in the standard Snort rule set but undocumented.



2.2 Rule options
Rule options are enclosed in parentheses and each option is terminated by a semicolon:

‘(" option*; ' ...")

Rule options are either predicates on packet fields, or they are related to logging or responding to a match. Each option is
of the form:

option-namé: ' option-value

The example on page 2 hatkg, flags , andcontent options. Snort rule options are enumerated in Section 3.

2.3 Other Snort features

Snort includes other features for specifying signatures and handling detections, besides the rule language just described:

e Snortvariablesare constant configuration parameters. For example, many Snort rules refer to a Gi@MENET,
which must be defined in an installation-specific configuration file. For example, given the definition:

var HOME_NET 192.168.1.0/24

all occurrences dBHOMBNET n rules refer to 192.168.1.0/24.

e Snortincludesprovide a way to include files by reference within rule files. This capability is irrelevant to rule
translation. That is, a translator should process included files, but that requirement does not affect the translation
schemas defined in the next section.

e Snortpreprocessorgre invoked between the sniffer and the rule processor. Each preprocessor is hard-coded for
a signature that cannot be expressed in the Snort rule language. Preprocessors are beyond the scope of Snort-to-
STATL translation, so preprocessors are not discussed in this paper.

e Snortoutput modulesupport customization of log and alert outputs. In STAT, log and alert customization, and
responses in general, are handled dynamically, separate from the STATL signature language. Since Snort output
modules are related to reporting, not detection, they are not discussed in this paper.

e Snortruletypesprovide a macro-like shorthand for specifying one or more output modules to be associated with a
set of rules. For example, after the definition:

ruletype suspicious
type log
output log_tcpdump: suspicious.log
}
it is possible to specify a rule:
suspicious udp any any -> $HOME_NET 5400 (msg:"Blade Runner";)

as shorthand for:

output log_tcpdump: suspicious.log
log udp any any -> $HOME_NET 5400 (msg:"Blade Runner";)

Using the ruletype facility allows parameterized specification of output configurations. Since that is outside the
scope of rule translation, however, the only aspect of ruletypes that will be considered in this paper is that the action
type of each user-defined ruletype must be extracted. In the example the action typg was



2.4 Rule examples

This section presents example Snort rules and the STATL scenarios to which they would be translated. First is a typical
alert rule fromftp.rules , already seen above on page 2:

alert tcp $SEXTERNAL_NET any -> $HOME_NET 21 \
(msg:"FTP passwd attempt”;flags: A+; content:"passwd";)

A STATL representation of this signature is:

scenario ftp_19 ( ipAddrList EXTERNAL_NET, ipAddrList HOME_NET )
{

transition t (sO->s1) nonconsuming

{
[IP ip [TCP tcp]] :

ip.header.src.match(EXTERNAL_NET)
&& ip.header.dst.match(HOME_NET)
&& (tcp.header.dst == 21)
&& (tcp.header.flags & ACK)
&& tcp.payload.contains("passwd",0,0,false)
{ alert("FTP passwd attempt"); }

}

initial state sO {}
state s1 {}

}

The scenario namigp _19 is constructed, somewhat arbitrarily, from the Snort filename in which the rule appears and
the rule’s linenumber in that file. The two Snort variable references are translated to STATL parameters, whose types are
inferred from their use in the Snort rule. Thep protocol in Snort is translated to a STATvent specthat specifies
a TCP segment encapsulated within an IP datagram, nérpedandip , respectively. The source and destination IP
addresses and ports are translated to STATL predicates, as is each rule option that tests some property of the packet —
“flags: A+ ;” and “content:"passwd"; " in this example. These options are described in sections 3.3.2 and 3.3.5,
respectively. The STATIcontains  function, described in section 3.3.5, takes a string, an offset, a length, and a flag
indicating whether matching should ignore character case. The transition’s codeblock calls the STAT builtin function
alert because the Snort rule type walert , and themsg option string is used as the alert’s téxt.

Most Snort rules have translations roughly like this example, thougbahtent  option often requires more sophis-
ticated treatment than this, as discussed in section 3.3.5.

The same rule with bbg action instead of aalert  action would translate to a STATL scenario with the same event
spec and transition assertion, but with a calldg instead of a call t@lert in the transition’s codeblock.

The Snortpass action doesn't translate to anything in STATL, so no example is given here (and no examples of its
use occur in the standard Snort rule set). Snaxdtivate  anddynamic action types also are not used in the standard
Snort rule set, but an example is given in the manual:

tcp '$SHOME_NET any -> $HOME_NET 143 \
(flags: PA; content: "|ESCOFFFFFF|\bin"; activates: 1; msg:"IMAP buffer overflow";)
dynamic tcp !I$HOME_NET any -> $HOME_NET 143 (activated_by: 1; count: 50;)

This pair of rules tells Snort to generate an alert when it detects an attempt by a nonlocal host to exploit an IMAP buffer
overflow on a local host, then log the next 50 packets from outside to any inside host's imap port (143). A STATL
representation of this signature is:

scenario test_rules_1 ( ipAddrList HOME_NET )
{
int count=0;

transition activate (sO->s1) nonconsuming

[IP ip [TCP tcp]] :

4Generating an alert is not actually part of the attack signature, so this part of the translation could be made optional.




lip.header.src.match(HOME_NET)
&& ip.header.dst.match(HOME_NET)
&& (tcp.header.dst == 143)
&& (tcp.header.flags == (PSH | ACK))
&& tcp.payload.contains('|E8COFFFFFF|\bin",0,0,false)
{ alert("IMAP buffer overflow"); }

}

transition dynamic (s1l->s1) consuming
{
[IP ip [TCP tcp]] :
count < 50
&& lip.header.src.match(HOME_NET)
&& ip.header.dst.match(HOME_NET)
&& (tcp.header.dst == 143)
{ ++count; log("IMAP buffer overflow"); }

}

transition exit (s1->s2) consuming

{

[IP ip [TCP tcp]] :
count >= 50

&& lip.header.src.match(HOME_NET)
&& ip.header.dst.match(HOME_NET)
&& (tcp.header.dst == 143)

}

initial state sO {}

state s1 {}

state s2 {}

}

The STATL version has three transitions: tgtivate  transition is constructed as for afert  rule. Thedynamic
translation is constructed as folt@y rule, except that it loops and increments a counter. @tie transition exits the
scenario instance after the specified number of matching packets have been detected.

3 Detailed translation rules

This section defines how each Snort rule element is translated to an equivalent STATL language element.

3.1 Variables

Simple variable references of the folNAMEcan be replaced by their values at translation time if those values are
available, but a better approach is to replace Snort variable references with STATL parameter references, and ensure that
the corresponding parameter values appear in NetSTAT’s Factbase. Snort supports two other types of variable reference,
for providing a default value, and for aborting execution if no value is defined:

e $var:- defaultis replaced with the value ofar if it is defined, otherwise witllefault

e $var:? messagés replaced with the value ofar if it is defined, otherwise Snort prints the provided error message
and exits.

The default style can be translated to a STATL parameter declaration with a default value. It isn't obvious what is the
best way to handle the runtime abort style. Only simple references are currently used in the standard Snort rule set.
3.2 Rule header
3.2.1 Action

The Snort rule actionslert andlog indicate rules that are translated to single-transition scenarios. The only difference
between them is that one producesadert call in the transition’s codeblock, and the other producésga call. In



general, the scenario produced fromad@rt rule is:

scenario <name>_<number> ( <params> )

{

transition t (sO->s1) nonconsuming

{
<event_spec> :
<assertion>
{ alert(<msg>); }

}

initial state sO {}
state s1 {}
}

where the bracketed items (i.e., items enclosegiahd ‘>") depend on other parts of the rule header and on rule options.
The Snorpass action causes matching packetstigenerate alerts or log messages. The inclusigrase$ in Snort
suggests that rules are evaluated in the order in which they are read into the sensqraasdrale causes subsequent
rules to not be evaluated. That is, ordinarily all rules would be applied to each packet. \Waen aule matches, the IDS
stops its traversal of the rule set for that packet. The semantics of STATL includes neither ordering of signature evaluation
nor direct short-circuiting of the rule set traversal, so nothing in STATL provides the semantics op&swttThere are
no pass rules in the current standard Snort rule set, however, so its implementation can safely be deferred.
The Snortactivate  anddynamic rule actions must come in pairs: the first specifies opéotivate: k and
the second specifies optioastivated  _by: k andcount: n. In general, given aactivate /dynamic pair:

activate ... (... activates: k; ...)
dynamic ... (activated_by: k; count: n;)

the scenario produced is:

scenario <name>_<number> ( <params> )

{

int count=0;

transition activate (sO->s1) nonconsuming
{
<event_spec_activate> :
<assertion_activate>
{ alert(<msg>); }

}

transition dynamic (sl->s1) consuming
{
<event_spec_dynamic> :
count < n
&& <assertion_dynamic>
{ ++count; log(<msg>); }

}

transition exit (s1->s2) consuming
{
<event_spec_dynamic> :
count >= n
&& <assertion_dynamic>

}

initial state sO {}
state sl {}
state s2 {}

}

where again the bracketed items depend on other parts of the rule headers and on rule options. An alternative translation
that was considered ignores ttignamic rule:



scenario <name>_<number> ( <params> )

{

transition activate (sO->sl1l) nonconsuming

{
<event_spec_activate> :
<assertion_activate>
{ alert(<msg>); }

}

initial state sO {}
state sl {}

}

This alternative was rejected because the signature parts (i.e., the protocol, IP addresses, ports, and options related to
matching) might differ between activate  rule and its companiodynamic rule, in which case the logging loop is
reporting different kinds of packets than those selected bpdkieate  rule.

3.2.2 Protocol

Each Snort rule specifies one of three protoctdp: , udp, oricmp , which translate to the following three STATL event
specs:

e tcp translatestdlP ip [TCP tcp]]
e udp translates t¢lP ip [UDP udp]]
e icmp translates tgIP ip [ICMP icmp]]

The IP encapsulation of the specified protocol is needed in STATL because many IP datagram fields, most commonly
source and destination addresses, are referred to in Snort rules. The STATL spec cannot refer to those fields without a
name for the IP event. The Snort protocol also determines which eeentdr udp) is used to look up ports, as described

in section 3.2.4 below.

3.2.3 IP addresses

In Snort rules an IP address is the keywardy , or a numeric IP address and netmask, or a negated IP address and
netmask, or a bracketed list of IP addresses. IP address specifications in Snort rules become conditions in a transition
assertion. Translations are as follows:

e any
Indicates that there are no restrictions on the IP address, so no condition is generated.
e numeric IP address and netmask (as CIDR block)
Translate:
dot4address/cidr
to:

ip.header.src.match("dot4address/cidr")

if the address appears as the source address, similarly for the destination adthiessatch() method returns
true if the given string specifies a host or net address that matches the corresponding TCP field.

e negated IP address and netmask
Translate the IP address, then put in front of it.

SWhether an address-port pair indicate a source or destination depends on the direction specifier and the pair's position (left or right side of the
direction specifier). See section 3.2.5.



e |P address list
Translate:

[dot4address_1/cidr,...,dot4address_n/cidr]
to:

( ip.header.src.match("dot4address_1/cidr")
Il

|| ip.header.src.match("dot4address_n/cidr"))

if the address list appears as the source address, similarly for the destination address.

3.2.4 Ports

A Snort port number is the keywomhy , or a single number, or a range, or a negated port number or range, or a list of
port numbers. Assuming the protocokcp , translations are as follows, with the obvious changesifir:

e any
Indicates that there are no restrictions on the port, so no condition is generated.

e single number
Translate:

portnum
to:
(tcp.header.src == portnum)

if the port appears as the source port, similarly for the destination port.

e range with both ends specified
Translate:

low:high
to:
(tcp.header.src >= low) && (tcp.header.src <= high)

if the port range appears as the source port, similarly for the destination port.

e range with upper bound specified
Translate:

:high
to:
(tcp.header.src <= high)

if the port range appears as the source port, similarly for the destination port.

e range with lower bound specified
Translate:



low:
to:
(tcp.header.src >= low)

if the port range appears as the source port, similarly for the destination port.
portnum list
Translate:

portnum_1,...,portnum_n

to:

( (tcp.header.src == portnum_1)

|| (tcp.header.src == portnum_n))

if the port range appears as the source port, similarly for the destination port.

negated port spec
Translate the port spec, then puit*in front of it.

3.2.5 Direction

A direction operator between the left address and port and the right address and port specifies whether traffic matches
in one direction or both directions. Single-direction matching is specified withi {source on the left, destination on

the right) or *<- " (source on the right, destination on the left), and bidirectional matching witti.“ The bidirectional

operator means that the rule can match with left as source and right as destination, or with left as destination and right as
source. Therefore addresses and ports are translated as disjunctions of the two cases. That is,

addr_left port_left <> addr_right port_right

is translated to:

( (ip.header.src == addr_left)
&& (tcp.header.src == port_left)
&& (ip.header.dst == addr_right)
&& (tcp.header.dst == port_right))

[ ( (ip.-header.dst == addr_left)

&& (tcp.header.dst == port_left)
&& (ip.header.src == addr_right)

&& (tcp.header.src == port_right))

and so on.

3.3 Rule options

3.3.1 Options related to IP datagram fields

The Snort IP options atd  , tos , id , ipoption , fragbits ~, anddsize . Translations are as follows:

e ttl: nis translated tip.header.ttl == n, andtt:> nis translated tagp.header.ttl >
e tos: nis translated tip.header.tos == n.
e id: nistranslated tgp.header.id == n.

6The second syntax is undocumented but used in the standard Snort rule set.



e ipoption: v, wherew is one ofrr , eol , nop, ts , sec, Isrr , ssir , Isrre |, or satid |7 is translated to
ip.option. v’, wherev’ is thetcpiplib method name corresponding#o For exampleipoption:lsrr
is translated tdp.option.hasLooseSourceRoute()

e Thefragbhits  option is of the form:fragbits: bits, wherebits is one or more oR (Reserved bit)P (Don’t
Fragment bit), oM(More Fragments bit), optionally followed by one of the modifiers(match if all the specified
flags are set),*’ (match if any of the specified flags are set), bt (match if all the specified flags are not set). If
none of the modifiers appears, then translate:

fragbits: bits
to

ip.header.frag == bits'
wherebits’ is the bitwise-or of the STATL flags corresponding to the Snort flags.
If the *+” modifier is used, then translate:

fragbits: bits+
to

ip.header.frag & bits’
wherebits’ is the bitwise-or of the STATL flags corresponding to the Snort flags.
If the **’ modifier is used, then translate:

fragbits: bits*
to

(ip.header.frag & bitst) || ...|| (ip.header.frag & bits.,)
wherebits’; is the STATL flag corresponding to th€" Snort flag inbits.
If the ‘! * modifier is used, then translate:

fragbits: bits!
to

I(ip.header.frag & bits}) && ... && !(ip.header.frag & bits.,)
wherebits’; is the STATL flag corresponding to th&" Snort flag inbits.

e dsize: nistranslated tip.header.length - ip.header.header _length == n. If the Snort option
includes <’ or *>’, then the STATL operator will be the same as that Snort operator, instead-0f “

3.3.2 Options related to TCP fields

The Snort TCP options aftags , seq, ack , andsession . Translations are as follows:

e Theflags option is of the formflags: bits, wherebits is one or more of (FIN), S (SYN), R(RST),P (PSH),
A (ACK), U (URG), 2 (Reserved bit 2)1 (Reserved bit 1), 0® (undocumented but used in the standard rule set;
presumably means no flags are set), optionally followed by one of the modifigraatch if all the specified flags
are set),*’ (match if any of the specified flags are set), bt (match if all the specified flags are not set). If none
of the modifiers appears, then translate:

flags: bits
to
tcp.header.flags == bits'

wherebits’ is the bitwise-or of the STATL flags corresponding to the Snort flags.
If the *+” modifier is used, then translate:

"Thelsrre  value is undocumented but used, @my is undocumented and unused, although it is in the Snort rule parser.
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flags: bits+
to
tcp.header.flags & bits’

wherebits’ is the bitwise-or of the STATL flags corresponding to the Snort flags.
If the **" modifier is used, then translate:

flags: bits*
to
(tcp.header.flags & bits) || ...|| (tcp.header.flags & bits),)

wherebits’; is the STATL flag corresponding to thé€" Snort flag inbits.
If the ‘! " modifier is used, then translate:

flags: bits!
to

I(tcp.header.flags & bitsy) && ... && \(tcp.header.flags & bits.,)
wherebits’; is the STATL flag corresponding to thé€" Snort flag inbits.

e seq: numberis translated tacp.header.th _seq == number
e ack: numberis translated tacp.header.th _ack == number

e Thesession option specifies that application data from a TCP session should be captured to the log file. It is not
used for specifying signatures, and is therefore beyond the scope of translation to STATL.

3.3.3 Options related to UDP fields

There are no UDP-specific Snort options.

3.3.4 Options related to ICMP fields

The Snort ICMP options aiigype ,icode ,icmp _id , andicmp _seq. Translations are as follows:

e itype: numberis translated taicmp.header.type == number
e icode: numberis translated taicmp.header.code == number
e icmp _id: numberis translated tacmp.header.id == number
e icmp _seq: numberis translated tacmp.header.seq == number

3.3.5 Options for string matching

The Snort options related to string matching within packet payloadsomtent , offset , depth , andnocase . The
content option specifies the string to be matched. Within the stringgharacters delimit hexadecimal data, separating
it from character data. The other three Snort options modify how the string is matoffedt  specifies where in
the payload to start searchindepth specifies a maximum length for the search regioocase makes the search
case-insensitive.

STATL has no built-in string-matching support, and NetSTAEsiplib extension provides regex string matching.
It is not clear whether functions to support matching like that provided by Sramtitent  option and related options
should be part of STATL and the STAT core, or part of ttygiplib extension used by NetSTAT, or neither. A tentative
decision has been made to transledatent and its modifiers as follows:

content:  string; offset: n; depth: m;

is translated to
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tcp.payload.contains( string, n, m, nocase?}

wherenocase? istrue if the Snortnocase option appears, otherwigalse , n is taken to be 0 if n@ffset  option
appears, angh is taken to be 0 if n@epth option appears (indicating no limit). The rule’s protocol determines whether
the translation of @ontent option refers tdcp.payload  or udp.payload

Another Snort string-matching optiongsntent-list , the value of which is a filename containing a list of strings
to be used like a sequenceanfntent options, but more conveniently stored. Tdentent-list option is used only
with thereact option, which is used to close connections, such as connections to disallowed websites. No attempt has
been made to translatentent-list options, mainly because this sort of filtering is typically provided by firewalls.

3.3.6 Other options to be translated to conditions

Therpc option tests the application, procedure, and program version from an RPC request. For RPC requests encapsu-
lated within TCP packets, translate:

rpc: program procedure version

to

[IP ip [TCP tcp [RPC rpc]]] :

(rpc.header.program == program)
&& (rpc.header.procedure == procedurg
&& (rpc.header.version == version

and similarly for RPC requests encapsulated in UDP packets.

3.3.7 Output options

The Snort output options arasg andlogto . Themsg option specifies a string to be used in alerts and log messages,
and is copied verbatim to the corresponding STATL alert or log string.|d¢® option specifies a filename to which

a matching packet should be logged, instead of standard output. It is not translated to anything, since it is not part of the
signature and there is no obvious translation.

3.3.8 Response and reaction options

The Snort options for responding or reacting to matching packeteegpe andreact . Each option specifies one or

more fixed responses, such as send®®T packets. Responses are not part of the STATL language since they do not
describe attack scenarios, so Snort response options are not translated to STATL. However, the STAT core deals explicitly
with responses, which can be dynamically loaded and unloaded.

4 Conclusions and future work

This paper has described a scheme for translating Snort rules to equivalent STATL scenarios. The primary objectives
of the work were to compare two ways of representing network attack signatures, and to leverage the ongoing work
done by the Snort community in building signatures. A snort2statl translator has been developed that implements the
described translation scheme. The complete standard Snort ruleset — the rule database availableratrt.org

— was translated to STATL scenarios. This ruleset contains nearly 1000 signatures in 23 files. Most of the signature-
specifying elements of Snort’s rule language are easy to translate to STATL, but developing the translation scheme and its
implementation and translating the complete set of rules into STATL scenarios, raised a few issues:

e There are several instances of “families” of Snort rules (e.g., thofip.miles ) that differ only in the string
that they match usingeontent option. Searching for packets that match members of such families is obviously
more efficient if the common tests are done only once, and thecdient  options are checked. Itisn't clear
whether Snort does this sort of rule set optimization internally. One-to-one translation of such families from Snort
to STATL produces a great deal of redundancy that the STAT core is not designed to optimize away internally. A
hand-constructed STATL signature set would typically represent such a family with a single scenario having a list
of strings to match (where this list would be a parameter).
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e The Snort rule set contains duplication between TCP and UDP — some Snort rules are identical except the protocol:
tcp orudp. That is, no field of either protocol is tested, and the protocol is therefore irrelevant to the abstract
signature. In such cases a single NetSTAT scenario could be used for the pair. Currently no attempt is made to
eliminate the redundancy.

e STATL and the STAT core include nothing like the semantics of Snpd'ss action. It isn't clear that such a
feature is compatible with STAT semantics, or that it would be useful.

This paper has reported on very preliminary work. We plan to complete the implementatiorcofitaes  string-
matching function, then experiment with Snort rules as STATL scenarios, with the expectation that we will routinely
incorporate Snort signatures into NetSTAT sensors with no hand translation. We also plan to conduct similar experiments
with other signature languages for other IDSs, such as P-BEST (Emerald [2]) and N-code (NFR [3]), and to investigate
translation in the other direction, from STATL scenarios to signatures for other IDSs. These efforts should lead to improved
insight into requirements for and the value of signature sharing between IDSs.
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