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Abstract. We describea numberof problemswhich may reducethe effective-
nessof a conventionalnetwork intrusiondetectionsystem.Theseproblemsare
the resultof the IDS having to second-guessthe componentsor applicationsit
is protecting.Weproposeabi-directionalinterfacebetweenIDS andapplication.
Applicationsusethis interfaceto describetheir stateandsubmittheir actionsfor
approval to the IDS. TheIDS thusreceivesinformationfirst-handandis ableto
block suspectactionsimmediately. Apart from eliminatingsomeof the above-
mentionedproblems,the interfacemay alsomake it possibleto extendtheuses
of intrusiondetectionsystemsto suchtasksasgradual,continuousauthentication
andautomatedleastprivilegeenforcement.
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1 Intr oduction

Thosewho deploy andadministerintrusiondetectionsystemstake the view that it is
next to impossibleto build andmaintainreal-world systemswhich arecompletelyse-
cure.

Intrusion detectionsystemsare thus intendedto discover agentswho attemptor
havemanagedto bypassthosesecuritymechanisms(systemsaswell aspolicies)which
in anidealsystemwouldhavebeeninfallible. See[5,7] for anintroductionand[14] for
a list of intrusiondetectionsystems.

Conventionalintrusiondetectionsystemsoperateby examiningaudit logsor, more
frequently, monitoringinteractionsbetweensystemcomponentsat a suitableinterface.
Popularinterfacesincludetheoperatingsystemcall interfaceor thenetwork interface.

Using informationinterceptedat an existing interfacefor the purposeof detecting
intrudershasa numberof advantages— theapproachis:

– Costeffective: Sincethe interfacealreadyexists, thecomponentsto bemonitored
do not needto be modified,reducingthe costof deploying an IDS. Often the in-
terfacesprovide debuggingor profiling facilities which canimmediatelybe used



for datagatheringpurposes.For exampleoperatingsystemsmayprovidemeansto
interceptsystemcalls(eg Unix ptrace ), while thepromiscuousmodeof ethernet
devicesis suitablefor interceptingnetwork traffic.

– Unobtrusive: Interceptingtraffic at an interfacecanoften be donepassively and
without performanceloss.Theclassicexampleis thatof a network sniffer — the
sniffer neednotgenerateany traffic of its own norshouldit degradeperformanceof
therestof thenetwork. Not all interfacescanbemonitoredthis cheaplyandunob-
trusively, for exampleinterceptingsystemscallscandegradesystemperformance
andmay be visible to applications.Usually however, it is possibleto monitor an
interfacewithoutproviding anintruderwith cluesthatheis beingmonitored.

– Easilyunderstood:Interfacestendto bebetterdefinedthantheinternalsof thecom-
ponents.The amountof informationexchangedbetweencomponents(inter com-
ponentinteraction)also tendsto be lessthanthe amountof informationhandled
insideagivencomponent(intracomponentactivity). This reducestheworkloadon
themonitorat theinterface.

Unfortunatelymonitoringexisting interfacesalsohasanumberof disadvantages:
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Fig.1. Theproblemof maintaininga synchronizedshadow of theinternalstateof anapplication
by monitoringits traffic.

– Interfacesmay provide for statefulinteractionsbetweencomponents.Thesemay
bemaintainedfor extendedperiodsof time.For example,hostscommunicatingvia
TCP/IPhaveto allocateresourcesfor eachconnection,while theUNIX systemcall
interfaceusesfile descriptorsto encodestate.An IDS needsto allocateduplicate
resourcesto shadow thisstate— it hasto remainsynchronizedwith thecomponents
beingmonitored(seeFig 1). Thiscanbeadifficult task,especiallyin heterogenous
environmentswheredifferentimplementationsmayvary subtly. In suchcasesthe
interfacehandlingsubsystemof theIDS mayhaveto besignificantlymorecomplex
to coverall permutations.



– Externalfactorsmay influencethecharacteristicsof the interfaceandapplication.
An IDS may needto keeptrack of thesefactors,sinceresourcefulintrudersmay
find waysof exploiting thealteredcharacteristicsof theinterface.
For example,anIDS in anIP network mayhave to beawareof thenetwork topol-
ogy. Otherwiseit may be possibleto desynchronizethe IDS with the hostsit is
guarding.An exampleof sucha conditionmay occurwhenan IDS is placedin
front of hostsbehindoneor moregateways— anintrudercansenda TCPpacket
to closeconnectionwith a TTL counteroneshortof the target host.This packet
never reachesthehost,but the IDS which shadows theconnectionis misleadinto
closing its shadow. See[11] for a detaileddescriptionof this andothermethods
which maybeusedby intrudersto evadedetectionin a TCP/IPnetwork.

– Someinterfacesneedto operateat high speeds:Throughputhasto bemaximized
and latency minimized.Passive monitorsare at a disadvantagein suchenviron-
mentssincethey haveonly limited resources(timeandmemory)attheirdisposalto
detectsuspiciousactivity — they areunableto delayamessagewhile it is beingex-
amined.Intrusiondetectionsystemmonitoringnetwork interfacesareparticularly
susceptibleto suchproblems,sincetheseoften have to monitor traffic generated
by severalhostsandswitchedby specializedhardware,while the IDS is typically
executingonly ona generalpurposeprocessor.

– Interfacescanbe layeredoneon top of the otherwith an opaquemappingfrom
oneto theother. An IDS which monitorsthe lower onemaynot beableto derive
verymuchinformationabouttheactivitiesoccurringathigherlevelsandviceversa.
An examplewould bethatof a databasewhich mapsanSQL interfaceto a UNIX
systemcall interface.An IDS which monitorssystemcalls is unlikely to detectan
unauthorizedquery.

– Finally themostseriousdifficulty is thatinterfacesarebeingsecuredcryptograph-
ically. Thesemeasuresare explicitly designedto prevent third partiesfrom in-
terceptingtraffic which is exactly how most intrusiondetectionsystemsoperate.
Cryptographicallyprotectedinterfacesare likely to becomemorecommon.Cur-
rently encryptedinterfacesare more or lesslimited to network interfaces,but it
appearslikely that suchsystemsasdigital contentmanagers,smartcardresident
applicationsor agentsparticipatingin electroniccommerceare likely to extend
cryptographicprotectionto otherinterfacetypes.

2 Example

In orderto illustratethepointsin theprevioussectionwe will presenta shortexample
of how thedifficultiesof monitoringaninterfacecanbeexploitedby anattacker. In the
exampletheattackerusesavulnerabilityin aCGI scriptto displaytheUNIX password
file.

As examplewe have chosenthe phf CGI script. While the phf vulnerability is
somewhatdated,it remainsgoodrepresentative.

Therequestsubmittedby theattacker to thewebserver looksasfollows:

GET /cgi-bin/phf/?Qalias=x%0a/bin/cat% 20/etc /pass wd



A numberof network intrusiondetectionsystemscontaina signaturefor the phf
vulnerabilityandshouldthusdetectthis attack.In orderto evadedetectionanattacker
couldmake thefollowing changes:

Fragment the request : Theintrudercouldsplit therequestoverseveralsmallpackets.
Intrusiondetectionssystemswhichdo not reassemblefragments(ie do notattempt
to shadow state)will not detectthis modifiedattack.
Intrusiondetectionsystemswhich do reassemblepacketsmight possiblydropthe
initial fragmentif theattackerwereto generatelargeamountsof backgroundtraffic
or wait sometimebeforesendingthesecondfragment(stateholdingattacks).

Desynchronizethe IDS with target : If theTCP/IPimplementationof the IDS is in-
complete,it maybepossibleto sendintermediatefragmentswith corruptedcheck-
sumsor invalid sequencenumbers.

GET /cgi-bin/ test-env HTTP/1.0ˆMˆJUser-Agent: phf
/?Qalias=x%0a/bin/cat%20/etc/passwd

In theaboveexampletheattackerdistributestherequestover threepackets,where
themiddlepacket (boxed)is intendedto bediscardedby thetarget(eg becauseof
a badchecksum),but whichchangestherequestseenby theIDS.
Evenif theTCP/IPimplementationof theIDS is of a goodquality, it maybepos-
sible to desynchronizetheIDS: Assumethat theIDS is 3 hopsin front of theweb
server and6 hopsaway from the attacker. In this casethe the attacker could es-
tablishthe TCP/IPconnectionandsendsenda FIN packet with a TTL of 8. The
FIN packet is seenby theIDS, andtheIDS closesits shadow, but thepacketnever
reachesthewebserversinceits time to live counterexpiresbeforeit reachesits fi-
naldestination.[11] providesacomprehensivedescriptionof thisandotherevasion
techniques.

Exploit translations : It is possibleto rewrite therequest,bothby takingadvantageof
encodingschemesandthe file systemwhich storesthe script. For example,both
the strings/cgi-bin/./phf and /cgi-bin/%70%68%66 areequivalentto
/cgi-bin/phf . An effective interceptingIDS needsto testfor all permutations.

Usea fast attack : Insteadof displayingthepasswordfile with cat , theattackercould
mail thepasswordfile to athrowawayaccount.Thistypeof attackmayonly require
a singlepacket to succeed— anIDS which respondsto suchattacksby killing the
connectionor addingafirewall rule mayverywell betoo late.

Accessphf over an encryptedchannel : Insteadof accessingthe script via HTTP,
the intrudercould useHTTPS,the SSL enabledversionof the protocol.Sincea
NIDS won’t have accessto the plaintext, it will be unableto detectthis attack
variantat all.

Someof theproblemsoutlinedabovearetheresultof incompleteor poorly imple-
mentednetwork intrusiondetectionsystems.Theseproblemsarebeingcorrected—
NIDS exist whichprovidesolidTCP/IPimplementationsandwhichunderstandhigher-
level protocols.Reportedlysystemsarebeingdevelopedwhich eventake thenetwork
topologyandoperatingsystemvariationsinto account[12].



However, the long term trend is toward systemswith ever higherbandwidthand
lower latency which suggeststhatconventionalIDS (andespeciallyNIDS) will remain
vulnerableto fastattacksor attemptsto exhaustIDS resources.

Cryptographicallysecuredinterfacespresentthegreatestchallengesto conventional
intrusiondetectionsystems.WithoutchangesanIDS monitoringanencryptedinterface
is atbestreducedto performingtraffic analysis.Conceivablykey escrow systemscould
be usedto allow the IDS accessto the plain text, but this would make the IDS itself
a highly attractive target for attackersand reduceuserconfidencein integrity of the
cryptographicchannel.

3 IDS/A Overview

In light of the above difficulties and trends,we have decidedto designa dedicated
interfacebetweenIDS andapplication1. In oursystemtheIDS nolongerattemptsto in-
terceptcommunicationsbetweencomponents,but insteadcommunicatesdirectly with
thecomponentsit is supposedto protect.

In this regardour interfaceresemblesa loggingor auditinginterface.
Like the interfaceof theconventionalUnix syslog or XDAS[8], our interfaceis

visible to theapplicationprogrammerasasetof library calls.Callsmadeto this library
arepreprocessedin theapplicationcontext beforebeingtransformedinto a representa-
tion suitablefor transmissionto theIDS.Messagesreceivedfrom theIDS areprocessed
in a similarmanner. SeeFig. 2.

Applications Intrusion Detection System

Bi-Directional Interface

IDS/A Library

Fig.2. IDS/A InterfaceOverview

However, our interfacealsodiffersfrom a normallogginginterfacein a numberof
ways:

Unlike a logging interfacewhich merely recordspastevents,our systemis a bi-
directionalinterfacedesignedto have applicationssubmitpendingeventsor actionsto
the IDS for approval. The IDS hasthusanopportunityto block suspecteventsbefore
they occur. In otherwords the interfacemakesit possiblefor the IDS to function as
referencemonitoraswell aslogger.

1 We usetheword applicationin thewider sense.NFSserversandftp daemonsareincludedin
ourdefinitionof application.



Oursystemalsodiffersfrom conventionalauditingsubsystemsin anotherway:The
interpretationof conventionalaudit recordsusuallyrequiresdomainspecificinforma-
tion. Our interfaceprovidesafallbackmechanism:In additionto domainspecificinfor-
mation,theapplicationcanindicatethecostof allowing aneventto systemavailability,
confidentialityandintegrity. This domain-independentinformationmaybeusedby an
IDS, evenif it doesnothaveaccessto domainknowledge,to decideif a requestshould
be granted.For example,if an IDS wereto detectanomalousactivity it might entera
paranoidmodewhereit would only grantrequestswhich carry a low risk of breach-
ing confidentiality, while high risk eventswould be blocked at the costof decreasing
availability.

In this paperwe neitherconcernourselveswith the transportmechanismbetween
IDS and applicationnor with the IDS itself, except for mentioningthat our current
prototypeusesUnix domainsocketsastransportto a small rule-basedIDS which runs
underLinux.

We envisagethatoncetheinterfacehasbeenestablishedit will bepossibleto have
multiple implementationsproviding thesameIDS/A interfaceto applications,but that
theseimplementationswill usedifferent transportsand IDS types.For example,one
implementationmightusea network transportto acentralizedmisusedetector, another
a local transportto an anomalydetector. Thesedifferenceswould be transparentto
applications,andin caseswhereapplicationsaredynamicallylinkedto theIDS/A client
library, it shouldbepossibleto substituteimplementationswithouthaving to modify the
applicationsbinaryat all.

4 IDS/A API

Our API consistsof a numberof library callswhich canbegroupedin to thefollowing
categories:

SessionManagement: Thesefunction calls areusedto setup andteardown the in-
terfacebetweenapplicationandIDS. The initialization functionprovidesthe IDS
with thenameof theserviceor application,aswell asa credential2.

Logging: Theloggingfunctionsform thecoreof oursystem.
Our loggingor reportingfunctionsrecordrequestsfor permissionto processcertain
eventsor performcertainactions— aspartof thereturncodetheIDS indicatesif it
is permissibleto performthetask.Thisdiffersfrom conventionalloggingfunctions
which recordeventsor actionsafter they have occurredand whosereturn code
merelyindicateswhetherit waspossibleto recordthelog entry.
Our loggingfunctionsacceptseveralparameters.Themostimportantonesarede-
scribedbelow:

– An eventidentifieror namewhich distinguishesbetweendifferenteventsgen-
eratedby thesameapplications.Identifiersareassignedby theapplicationde-
signer. For example,eachcommandreceivedby anftp server(eg USER, PASS,
STOR) mighthavea differentidentifier.

2 Our prototypeignoresthecredential,insteadit queriestheoperatingsystemdirectly to estab-
lish theownerof theprocess.



– A namespaceor schemewhich permitsthe applicationdesignerto aggregate
relatedevents.For example,this field maybeusedin anftp server to indicate
thatit sharesanumberof eventswith a relatedwebserver.

– A setof costor risk ratingswhichtheapplicationdesignermayuseto quantify
thepotentialrisksof agivenactionin adomainindependentmanner. An action
canberatedaccordingto its impactonsystemor dataavailability, integrity and
confidentiality. For example,a requestto drop a databasetablewould posea
higherrisk to dataavailability andintegrity thana requestto displayits con-
tent.However, displayingits contentwould carry a greaterrisk of breaching
confidentialitythandeletingit.

– A flag indicating how the applicationintendsto handlean IDS return code
which would disallow therequest.This providesa mechanismfor theapplica-
tion designerto indicatecircumstancesunderwhichagiveneventcanor should
not bedisallowedbut shouldbelogged.

– A textual descriptionor commentintendedfor humansmonitoringtheIDS.
– A numberof internalfieldswhicharesetinsidethelibrary (andverifiedby the

IDS) andnot intendedto bemodifiedby thecaller. Theseincludetime,process
ownerandprocessidentifier.

– A numberof fields to provide additional, event specificinformation. These
fieldsarerepresentedasa typedattributevaluepairs.For example,a database
server mayusethesefieldsto log thenameof a tableto becreated,or a login
programmayprovidefieldswhich specifytheusernameandterminalusedfor
a login attempt.

Note that for thesake of conveniencetheparameterscanbecollectedinto a com-
positestructurebeforebeingpassedto theloggingfunction.Also notethatsomeof
theindividual fieldsdescribedabovecanbecomposites.

Debugging and Profiling: Thesefunctionscanbeusedto examinetheinternalsof our
library andtrackdown errors.

Miscellaneous: TheIDS/A library providesanumberof utility functions.Forexample,
thereexist functionsto handlethecreation,updatinganddeallocationof structures
to hold theparameterswhich aresubmittedto theloggingfunctions.

5 Example

In thissimplifiedexampleweshow how atoy webservermightmakeuseof theIDS/A
library to reporttheexecutionof CGI scripts.Error checkshavebeenomitted.

1 IDSA_CONNECTION*c;
2 ISDA_EVENT *e;
3 char *script,*hostname;
4
5 /* retrieve the request */
6 script=httpd_parse_cgi();
7 hostname=httpd_remote_name();



8
9 /* initialize the IDSA interface */

10 c=idsa_open("toy-httpd",NULL,IDSA_ F_FAI LOPEN);
11 e=idsa_event();
12
13 idsa_name(e,"execute-cgi");
14
15 idsa_add_scan(e,"client-name",IDSA _T_HOST,hos tname );
16 idsa_add_scan(e,"script-name",IDSA _T_FI LE,scr ipt);
17
18 idsa_risks(e,1,IDSA_V_UNKNOWN,IDSA _V_HI GH,IDS A_V_HIGH);
19
20 /* if IDS permits run CGI */
21 if(idsa_log(c,e)==IDSA_L_OK){
22 http_run_cgi(p);
23 }

A brief descriptionof theaboveC fragmentfollows:

Lines6 and7 arefunctionsprovidedby thewebserverwhich retrieve thenameof
thescriptandhostmakingtherequest.

Line 10 opensa connectionto the IDS. The applicationreportsitself as toy-
httpd with a null credential.In the event that the IDS is unreachable,the all events
shouldbeallowed(thisbehaviour canbechangedat runtimeby theIDS).

Line 11 setsup aneventstructure,andsetsup reasonabledefaultsfor a numberof
parameters,hencethesefieldsarenot setup subsequently.

Line 13 setsthenameof this event(execute-cgi ).

Line 15 insertsthe nameof the hostmakingthe requestinto the event structure,
while line 16providesthefile nameof theCGI scriptto beexecuted.

Line 18 indicatethatthisactionis ahighrisk operation:It couldresultin breachof
confidentialityor failureof systemintegrity.

Finally line 21 submitstherequestto theIDS for approval. If therequestis granted,
line 22 runstheCGI program.

An attacker who attemptsto misusea vulnerableCGI script in this systemhassig-
nificantly fewer chancesof avoiding detection:Desynchronizationattacksarenot an
optionsincethereexistsadirectinterfacebetweenapplicationandIDS. Requestingthe
scriptvia anencryptedchannelsuchasHTTPSwill alsonothidetheattacker. Attempts
to overloadthewebserver in thehopeof having theIDS fall behindin processingare
alsolikely to beunsuccessfulsincetheapplicationwaits for theIDS to returna result.
Fastattackscanbepreventedsincethe IDS is consultedbeforethe script is executed.
EvenanIDS which lacksdomainknowledgemightblock therequestif it is anomalous
asit is taggedashaving a high risk to confidentialityandintegrity.



6 Analysis

Philosophicallyit is appealingto getthedesignersandbuildersof applicationsinvolved
in thebusinessof detectingintruders.Oftenapplicationprogrammersareconsideredto
bethesourceof securityproblems.But sincethey seldomdeliberatelysetout to create
insecuresystems,we feel that it maybeworthwhileto make thempartof thesolution.
We think thatthis approachoffersa numberof potentialadvantages:

– The designerof an applicationshouldhave a good notion of what featuresare
importantandhenceworth reporting.Furthermoreapplicationsmayprovide their
own modelswhich may differ from the oneusedby the underlyingcomponents.
For example,a databaseserver operateson tablesandrelations,while the under-
lying operatingsystemworks with disk blocks.Sincelog messagesdescribethe
applicationin termsof their model,theapplicationdesigneris effectively enlisted
to performthe task of featureselectionon behalfof the intrusiondetectionsys-
tem.Featureselectioncanimprove the performanceof anomalydetectionsystem
significantly[10].

– Communicatingdirectly with an applicationeliminatesthe resourcesrequiredto
mirror applicationstate.For example,it is no longernecessaryfor anIDS monitor-
ing a webserver to allocateresourcesto shadow theTCP/IPconnections.

– The potentialto desynchronizethe IDS from the applicationis eliminated,since
theapplicationreportseventsdirectly to the IDS. This alsoreducesthe long-term
maintenancecostsof theIDS sinceits nolongernecessaryto keepupwith different
applicationrevisions.

– Our approachremainsfeasiblein cryptographicallysecuredenvironments,since
an IDS in our systemdoesnot have to intercepttraffic intendedfor third parties.
SecuringtheIDS/A interfaceitself is a straightforwardtaskwhich couldmakeuse
of conventionalcryptographictechniquesin caseswherethetransportmechanism
is deemedto beunreliable.

– SincetheIDS is ableto communicatedirectlywith theapplicationit becomespos-
sible to disablefeaturesselectively andcleanly. This is in contrastto currentap-
proacheswhich rely on rathercoarsemethodssuchaskilling processesor termi-
natingnetwork connections.

– Our library makesit easyto selectbetweena fail openor fail closedpolicy3. A fail
closedpolicy canbe enforcedby having the logging function prohibit all events
when the IDS is unavailable,while a fail openpolicy will have all logging calls
succeed.Conventionalintrusiondetectionsystemswhichpassively intercepttraffic
areinherentlyfail open,restrictingsitepolicies.

– Our approachdeterioratesgracefully underhigh load. If the IDS becomesover-
loaded,it may reactby eitherthrottling anapplicationwith delayedresponses,or
by instructingthe library in theclient context to dropunimportantmessages— in
otherwordsit is possibleto performpreselectioninsidethelibrary calls.This is ef-
ficient sinceit happensin thecontext of theapplication,but remainstransparentto

3 An exampleof afail openpolicy is whenanelectricdooropensduringapowerfailure,whereas
a fail closedpolicy would keepthedoorclosed.As in thephysicalworld it is not alwaysclear
whichpolicy shouldbeselectedfor a givenapplication.



theapplicationprogrammer. It is evenconceivablethata futureversionour library
mightallow theIDS to uploadintrusiondetectioncodeinto thelibrary to distribute
its loadacrossapplicationsandimprove robustness.In contrast,conventionalpas-
sive traffic monitorshavenowayof throttling thetraffic ataninterfaceandusually
discardarbitrarymessagesif overloaded.

Apartfromthedirectadvantageslistedabove,involving theapplicationdesignerhas
alsoindirectbenefits.Thebenefitsaresocial— by makingtheIDS facilitiesavailable
to theapplicationprogrammer(aspartof thesysteminfrastructure),he is madeaware
of thesecurityimplicationsof his work.

In caseswhereanapplicationdesignerusestheIDS/A interfaceto providea sound
descriptionof systemactivity andassociatedrisks or costs,the task of thoseimple-
mentingandmaintaininganIDS couldbesimplifiedgreatly— dataacquisitionis made
easier, andwith a goodrisk descriptionit becomespossibleto rely on the(possiblysu-
perior)domainknowledgeof theapplicationdesignerinsteadof duplicatinghis effort
in understandingthebehaviour of theapplication.

Unfortunatelyoursystemalsohasanumberof disadvantages:

– Thereis a significantupfront cost:Modifying existing applicationsrequirestime
andeffort. In caseswherea softwarevendoris not preparedto make the changes
andsourceis not available,it becomesimpossibleto useour interface4.

– Our systemrelieson the applicationto reporteventsaccuratelyand in sufficient
detail.If theapplicationis unableto performthistask,theIDS becomesineffective.

– Conventionalpassive traffic monitorscanbe madeentirely invisible. The IDS/A
interfaceis visibleto theapplicationandmaythusattracttheattentionof anattacker
who mayattemptto overloador misleadtheIDS.
This may not be assignificanta problemsinceit is alsopossibleto overloador
misleadapassivemonitor, evenif it is completelyinvisible.Furthermore,it should
bepossibleto regulateaccessto theIDS/A interfacemoretightly thanto otherin-
terfacessincenormalusershave no businessaccessingit. In this regardtheIDS/A
interfaceis similar to the separatesignallingchannelswhich exist in public tele-
phonenetworksandwhichhavebeenmootedfor theinternet[13].
Wehaveusedsuchanapproachin ourprototype— its interfaceis only availablevia
a Unix domainsocket andthusnot accessiblefrom thenetwork. So,for example,
if our IDS guardsan http server, thena remoteattacker first needsto breakinto
the host by other meansbeforebeing able to accessthe IDS/A interface5. This
differs from a conventionalNIDS interceptingtraffic destinedfor the web server
— it is immediatelyaccessibleto theattackerwhomayhave legitimatereasonsfor
accessingthe network andmay usethis asa pretext for manufacturingtraffic to
desynchronizetheNIDS.
Finally, we have designedour interfacein sucha way that theapplicationsinitiate
contactwith theIDS andnotviceversa.Thismakesit moredifficult for anintruder

4 Henceour choiceof Linux astheplatformfor our prototypeimplementation— it is anenvi-
ronmentwheremostapplicationsprogrammersprovidesourcecode.

5 But oncetheattackerhasbrokeninto thehost,attackingthewebserverusuallybecomesunin-
teresting.



to gaincontrolof anapplication— theapplicationis only vulnerableto a spoofed
IDS at startup.In contrastthe componentsof systemssuchasSNMP arealways
vulnerableto imposters.

7 RelatedWork

Our approachcanbeviewedin anumberof differentways.
It canbethoughtof asbeinganextensionof conventionalloggerssuchassyslogd

or XDAS[8]. In thesesystemsthedataflow is unidirectional,messagesareemittedby
the applicationand capturedby the logger, whereasour systemis bi-directional—
our logger (actually IDS) is also able to sendmessagesto the application.Another
differencebetweenoursystemanda classicalsystemloggeris thatthemessagesof the
latterareprimarily intendedto beapermanentrecordto beexaminedby humans,while
our messagesare intendedto machinereadable.Suggestionsto make logs machine
readablecanbefoundin [3, 1].

Anotherview of oursystemis thatof anoptional,adaptiveandextensiblereference
monitor. Applicationsvoluntarilyregisterwith ourreferencemonitor(actuallyIDS) and
provide their own list of subjects,objectsandoperationsmostsuitedto their model.
Thereferencemonitorexaminestheaccessmatrix for accesspatternswhich areeither
anomalousor indicative of misuseandalertstheapplicationwhich voluntarily blocks
the problematicoperation.Viewed from this perspective our systemcanbe seenasa
generalizationof thetcpwrapper[16] suite.

Finally our interfacecanbe relatedto the protocolswhich arebeingdevelopedto
handlethecommunicationsbetweenintrusiondetectionmodules.

A numberof theseprotocolsareintendedto allow intrusiondetectioncomponents
of differentvendorsto interoperate,andprovidesupportfor locating,authenticatingand
managingIDS componentsin largenetworks,aswell aspropagatingalertsandattack
descriptions.TheseincludetheIDGW [6] andtheCIDF [15] group.

Othergroupshave beendevelopingtheir own protocolsaspartof their distributed
intrusiondetectionsystems.An exampleof thelatteris AAFID [2].

In generalthesesystemsacquireinformationby examiningaudit trails or by inter-
ceptingtraffic in theconventionalmanner. However, it is conceivablethatsomecould
make useof theIDS/A interfaceby providing their own implementationof theIDS/A
client library which would usetheir protocolsto communicatewith their IDS imple-
mentation.

8 Future Work

The IDS/A interfacecanbe thoughtof asmakingthe servicesof an IDS availableto
the applicationprogrammer— thusthe IDS not only becomespart of the securityor
network infrastructureassuggestedin [17] but part of the tools availableto any pro-
grammer. ThismeansthattheIDS canbeappliedto awidernumberof tasks,including
thefollowing:



8.1 ProgressiveAuthentication

Normally theauthenticationphaseis anall or nothingevent.If authenticationsucceeds,
theuseris grantedfull access,otherwiseno accessis granted.

The IDS/A interfacemakes an alternative possible— an IDS using an anomaly
detectormightcomparethecurrentbehaviour of auserto hisstoredprofile,andusethe
closenessof thematchbetweencurrentandpastbehaviour to adjusttheaccessrightsof
theuseraccordingly.

So, for example,an attacker using the mail client of the CEO from Alaskaafter
hourswould not fit the profile andmight be grantedminimal right to readmail, but
would be unableto deletemessages.If it hadturnedout that the CEO hadbeenon a
fishingtrip to Alaska,thenthis approachwouldhave let essentialmail through.

This topic is closelyrelatedto thefield of intrusiontoleranceasdescribedin [4].

8.2 Automatic LeastPrivilegeEnforcement

Using the IDS/A interfaceit would be possiblefor an IDS to enforcea “if you don’t
useit you loseit” policy, wherebya userwould usetherights to a particularprivilege
if it hadnot beenexercised.For example,a complex word processormight slowly leak
advancedfeatureswhenusedby a naive user. At somestagethenaive usermight lose
the capabilityto write self-replicatingmacros.The naive userwould not be awareof
this loss,but mightappreciatethesuddendeclinein macrovirus infections.

We have describedthis and the previous applicationof an applicationintegrated
with a profiling modulein [9].

8.3 WeakProgram Verification

While it is usuallytooexpensiveto performa formalverificationof anapplication,it is
oftenpossibleto make certainstatementsabouta correctprogram.For example,a cer-
tain ftp servershouldnevermakethetransitionfrom thestatewait-for-username
to user-authenticated withoutfirst enteringthewait-for-password state.
If suchasetof assertionsis providedto anIDS usingtheIDS/A interface,thentheIDS
couldbeusedto verify thecorrectnessof theprogramandpreventit from enteringan
incorrectstate.

9 Conclusion

In this paperwe have presenteda simple and direct interfacebetweenIDS and ap-
plication. This interfaceallows the IDS to monitor an applicationdirectly andblock
suspiciousactionsimmediately.

Our approachhasa numberof advantagesover intrusiondetectionsystemswhich
monitor applicationsindirectly andattemptto second-guesstheir state.We have de-
scribedtheseadvantages,alongwith the disadvantagesof our approach.Fortunately,
with the ascendancy of opensourcesoftware,oneof the mostsignificantfactorshin-
deringthe developmentof our method,the inability to modify applications,is falling
away.



We have tried not to beprescriptiveandhave only specifiedtheC API, leaving the
lower transportlayersaswell asthe IDS itself to thoseimplementingthesystem.We
have alsodeliberatelytried to keepthe IDS/A interfacesimple,sincewe believe that
large,complex systemsaremorelikely to fall to attackers.

Despitethe simplicity of the IDS/A interface,it offersa numberof interestingre-
searchopportunitieswhichwe arepursuing.
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