IDS/A: An Interface betweenlintrusion Detection
Systemand Application

Andrew HutchisonandMarc Welz

DataNetwork Architectured_aboratory
Departmenbf ComputerScience
University of CapeTown
Rondebosch7701
Republicof SouthAfrica
{hutch,mwelz }@cs.uct.ac.za

Abstract. We describea numberof problemswhich may reducethe effective-
nessof a conventionalnetwork intrusion detectionsystem.Theseproblemsare
the resultof the IDS having to second-guesthe componentr applicationsit
is protecting. We proposea bi-directionalinterfacebetweerlDS andapplication.
Applicationsusethis interfaceto describetheir stateandsubmittheir actionsfor
appro/al to the IDS. The IDS thusrecevesinformationfirst-handandis ableto
block suspectctionsimmediately Apart from eliminating someof the above-
mentionedproblems the interfacemay alsomale it possibleto extendthe uses
of intrusiondetectiorsystemgo suchtasksasgradual continuousauthentication
andautomatedeastprivilege enforcement.
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1 Intr oduction

Thosewho deploy and administerintrusion detectionsystemgake the view thatit is
next to impossibleto build and maintainreal-world systemswhich are completelyse-
cure.

Intrusion detectionsystemsare thus intendedto discover agentswho attemptor
have managedo bypasghosesecuritymechanismgsystemsaswell aspolicies)which
in anidealsystenmwould have beeninfallible. Seg[5, 7] for anintroductionand[14] for
alist of intrusiondetectionsystems.

Corventionalintrusiondetectionsystemsperateby examiningauditlogsor, more
frequently monitoringinteractionsdbetweersystemcomponentst a suitableinterface.
Popularinterfacesincludethe operatingsystemcall interfaceor the network interface.

Using informationinterceptedat an existing interfacefor the purposeof detecting
intrudershasa numberof advantages— theapproachis:

— Costeffective: Sincethe interfacealreadyexists, the componentso be monitored
do not needto be modified,reducingthe costof deplgying anIDS. Oftenthe in-
terfacesprovide detuggingor profiling facilities which canimmediatelybe used



for datagatheringourposeskor exampleoperatingsystemsnay provide meango
interceptsystemcalls (eg Unix ptrace ), while thepromiscuousnodeof ethernet
devicesis suitablefor interceptingnetwork traffic.

— Unobtrusve: Interceptingtraffic at an interface canoften be donepassiely and
without performancdoss. The classicexampleis that of a network sniffer — the
sniffer neednotgeneratary traffic of its own nor shouldit degradeperformancef
therestof the network. Not all interfacescanbe monitoredthis cheaplyandunob-
trusively, for exampleinterceptingsystemscalls candegradesystemperformance
andmay be visible to applications.Usually however, it is possibleto monitor an
interfacewithout providing anintruderwith cluesthatheis beingmonitored.

— Easilyunderstoodtnterfacegendto bebetterdefinedthantheinternalsof thecom-
ponents.The amountof information exchangedetweencomponentginter com-
ponentinteraction)alsotendsto be lessthanthe amountof information handled
insidea givencomponen{intracomponentctiity). Thisreducegheworkloadon
themonitorat theinterface.

Unfortunatelymonitoringexisting interfacesalsohasa numberof disadwantages:
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Fig. 1. The problemof maintaininga synchronizeghadav of theinternalstateof anapplication
by monitoringits traffic.

— Interfacesmay provide for statefulinteractionsbetweencomponentsThesemay
bemaintainedor extendedperiodsof time. For example hostscommunicatingia
TCP/IPhaveto allocateresourcesor eachconnectionwhile the UNIX systemcall
interfaceusesfile descriptorgo encodestate.An IDS needsto allocateduplicate
resourceso shadov thisstate— it hasto remainsynchronizedvith thecomponents
beingmonitored(seeFig 1). This canbeadifficult task,especiallyin heterogenous
ervironmentswheredifferentimplementationsnay vary subtly In suchcaseghe
interfacehandlingsubsystenof thelDS mayhaveto besignificantlymorecomplex
to coverall permutations.



— Externalfactorsmay influencethe characteristicef the interfaceandapplication.
An IDS may needto keeptrack of thesefactors,sinceresourcefulintrudersmay
find waysof exploiting thealteredcharacteristicef theinterface.

For example,anIDS in anIP network may have to be awareof the network topol-
ogy. Otherwiseit may be possibleto desynchronizehe IDS with the hostsit is
guarding.An example of sucha condition may occurwhenan IDS is placedin
front of hostsbehindoneor moregatavays— anintrudercansenda TCP paclet
to closeconnectionwith a TTL counteroneshortof the target host. This paclet
never reacheghe host,but the IDS which shadavs the connectionis misleadinto
closingits shadav. See[11] for a detaileddescriptionof this and other methods
which maybeusedby intrudersto evadedetectionin a TCP/IPnetwork.

— Someinterfacesneedto operateat high speedsThroughputhasto be maximized
and latengy minimized. Passve monitorsare at a disadwantagein sucherviron-
mentssincethey have only limited resourcegtime andmemory)attheir disposato
detectsuspiciousactivity — they areunableto delayamessag&vhile it is beingex-
amined.Intrusiondetectionsystemmonitoring network interfacesare particularly
susceptiblgo suchproblems,sincetheseoften have to monitor traffic generated
by severalhostsandswitchedby specializechardware,while the IDS is typically
executingonly onageneralpurposeprocessar

— Interfacescan be layeredone on top of the otherwith an opaquemappingfrom
oneto the other An IDS which monitorsthe lower onemay not be ableto derive
verymuchinformationabouttheactivities occurringathigherlevelsandvice versa.
An examplewould bethat of a databasevhich mapsan SQL interfaceto a UNIX
systemcall interface.An IDS which monitorssystemcallsis unlikely to detectan
unauthorizedjuery

— Finally the mostseriouddifficulty is thatinterfacesarebeingsecuredryptograph-
ically. Thesemeasuresare explicitly designedto prevent third partiesfrom in-
terceptingtraffic which is exactly how mostintrusiondetectionsystemsoperate.
Cryptographicallyprotectedinterfacesare likely to becomemore common.Cur-
rently encryptedinterfacesare more or lesslimited to network interfaces,but it
appeardikely that suchsystemsasdigital contentmanagerssmartcardresident
applicationsor agentsparticipatingin electroniccommerceare likely to extend
cryptographigrotectionto otherinterfacetypes.

2 Example

In orderto illustratethe pointsin the previous sectionwe will presenta shortexample
of how thedifficulties of monitoringaninterfacecanbe exploitedby anattacler. In the
exampletheattacler usesavulnerabilityin a CGl scriptto displaythe UNIX passverd
file.

As examplewe have chosenthe phf CGI script. While the phf vulnerability is
somavhatdated,it remainsgoodrepresentatie.

Therequessubmittedby theattacler to theweb senerlooksasfollows:

GET /cgi-bin/phf/?Qalias=x%0a/bin/cat% 20/etc /pass wd



A numberof network intrusiondetectionsystemscontaina signaturefor the phf
vulnerability andshouldthusdetectthis attack.In orderto evadedetectionan attacler
couldmale thefollowing changes:

Fragment the request : Theintrudercouldsplittherequesbverseveralsmallpaclets.
Intrusiondetectionsystemswvhich do notreassembléragmentgie do notattempt
to shadav state)will notdetectthis modifiedattack.
Intrusiondetectionsystemsawhich do reassembl@aclets might possiblydrop the
initial fragmentf theattaclerwereto generatéargeamountf backgroundraffic
or wait sometime beforesendingthe secondragment(stateholdingattacks).

Desynchionizethe IDS with target : If the TCP/IPimplementatiorof the IDS is in-
completejt maybe possibleto sendintermediatdragmentswith corruptedcheck-
sumsor invalid sequenc@umbers.

GET /cgi-bin/  [test-env. HTTP/1.0°M"JUser-Agent: phf
/?Qalias=x%0a/bin/cat%20/etc/passwd

In the above examplethe attacler distributesthe requesbver threepaclets,where
the middle paclet (boxed)is intendedto be discardedy thetarget (eg becausef

abadchecksum)but which changedherequesseenby theIDS.

Evenif the TCP/IPimplementatiorof the IDS is of a goodquality, it maybe pos-
sibleto desynchroniz¢he IDS: Assumethatthe IDS is 3 hopsin front of theweb
sener and 6 hopsaway from the attacler. In this casethe the attacler could es-
tablishthe TCP/IP connectionand sendsenda FIN paclet with a TTL of 8. The
FIN pacletis seenby theIDS, andthe IDS closesits shadev, but the paclet never
reacheghewebsener sinceits time to live counterexpiresbeforeit reachests fi-

naldestination[11] providesa comprehensiedescriptiorof thisandotherevasion
techniques.

Exploit translations : It is possibleto rewrite therequestpothby takingadwantageof
encodingschemesandthe file systemwhich storesthe script. For example,both
the strings/cgi-bin/./phf and/cgi-bin/%70%68%66  areequialentto
/cgi-bin/phf . An effectiveinterceptinglDS needdo testfor all permutations.

Usea fast attack : Insteadof displayingthe passverdfile with cat , theattaclercould
mail the passwerdfile to athrowaway accountThistypeof attackmayonly require
asinglepacletto succeed— anIDS which responddo suchattacksby killing the
connectioror addingafirewall rule mayverywell betoo late.

Accessphf over an encrypted channel : Insteadof accessinghe script via HTTR,
the intruder could useHTTPS, the SSL enabledversionof the protocol. Sincea
NIDS won't have accesdo the plaintext, it will be unableto detectthis attack
variantatall.

Someof the problemsoutlinedabove arethe resultof incompleteor poorly imple-
mentednetwork intrusion detectionsystems.Theseproblemsare being corrected—
NIDS exist which provide solid TCP/IPimplementationgndwhich understandhigher
level protocols.Reportedlysystemsare beingdevelopedwhich eventake the network
topologyandoperatingsystemvariationsinto accoun{12].



However, the long term trendis toward systemswith ever higher bandwidthand
lower lateng which suggestshatcorventionallDS (andespeciallyNIDS) will remain
vulnerableto fastattacksor attemptgo exhaustiDS resources.

Cryptographicallysecurednterfacegpresenthegreatesthallengeso corventional
intrusiondetectionsystemsWithoutchangesnlIDS monitoringanencryptednterface
is atbestreducedo performingtraffic analysis Concevably key escrav systemsould
be usedto allow the IDS accesdo the plain text, but this would make the IDS itself
a highly attractive target for attaclers and reduceuserconfidencein integrity of the
cryptographichannel.

3 IDS/A Overview

In light of the above difficulties and trends,we have decidedto designa dedicated
interfacebetweerlDS andapplicatiort. In our systenthe|DS nolongerattemptso in-
terceptcommunicationdetweencomponentsbut insteadcommunicateslirectly with
thecomponentdt is supposedo protect.

In thisregardour interfaceresembles logging or auditinginterface.

Lik e the interfaceof the corventionalUnix syslog or XDAS[8], our interfaceis
visibleto theapplicationprogrammeasasetof library calls.Callsmadeto thislibrary
arepreprocesseih the applicationcontext beforebeingtransformednto arepresenta-
tion suitablefor transmissiono thelDS. Messagesecevedfrom thelDS areprocessed
in asimilar mannerSeeFig. 2.

Applications Intrusion Detection System

IDS/A Library [<@—@

Bi-Directional Interface

Fig. 2. IDS/A InterfaceOvervien

However, our interfacealsodiffersfrom a normallogginginterfacein a numberof
ways:

Unlike a logging interfacewhich merely recordspastevents,our systemis a bi-
directionalinterfacedesignedo have applicationssubmitpendingeventsor actionsto
the IDS for approval. The IDS hasthusan opportunityto block suspeceventsbefore
they occur In otherwordsthe interfacemakesit possiblefor the IDS to function as
referencanonitoraswell aslogget

1 We usethe word applicationin the wider senseNFS senersandftp daemonsareincludedin
our definitionof application.



Our systemalsodiffersfrom conventionalauditingsubsystems anothemway: The
interpretationof corventionalaudit recordsusually requiresdomainspecificinforma-
tion. Ourinterfaceprovidesafallbackmechanismtn additionto domainspecificinfor-
mation,theapplicationcanindicatethe costof allowing aneventto systemavailability,
confidentialityandintegrity. This domain-independertformationmay be usedby an
IDS, evenif it doesnothave accesso domainknowledge to decideif arequesshould
be granted.For example,if anIDS wereto detectanomalousactiity it might entera
paranoidmodewhereit would only grantrequestsvhich carry a low risk of breach-
ing confidentiality while high risk eventswould be blocked at the costof decreasing
availability.

In this paperwe neitherconcernourseheswith the transportmechanisnbetween
IDS and applicationnor with the IDS itself, exceptfor mentioningthat our current
prototypeusesUnix domainsocletsastransporto a smallrule-basedDS which runs
underLinux.

We ervisagethatoncetheinterfacehasbeenestablishedt will be possibleto have
multiple implementationgroviding the samelDS/A interfaceto applicationsput that
theseimplementationwill usedifferenttransportsand IDS types.For example,one
implementatiormight usea network transporto a centralizednisusedetectoranother
a local transportto an anomalydetector Thesedifferenceswould be transparento
applicationsandin caseswhereapplicationsaredynamicallylinkedto theIDS/A client
library, it shouldbe possibleto substitutémplementationsvithout having to modify the
applicationshinaryatall.

4 IDS/A API

Our API consistf a numberof library callswhich canbe groupedn to thefollowing
cateyories:

SessiorManagement: Thesefunction calls are usedto setup andteardown the in-
terfacebetweenapplicationand IDS. The initialization function providesthe IDS
with the nameof the serviceor application,aswell asa credentiad.

Logging: Theloggingfunctionsform the coreof our system.

Ourloggingor reportingfunctionsrecordrequest$or permissiorto procesgertain
eventsor performcertainactions— aspartof thereturncodethe DS indicatedf it

is permissibleo performthetask.This differsfrom cornventionalloggingfunctions
which recordeventsor actionsafter they have occurredand whosereturn code
merelyindicateswhetherit waspossibleto recordthelog entry.

Our loggingfunctionsacceptseveral parametersThe mostimportantonesarede-
scribedbelow:

— An eventidentifier or namewhich distinguishedetweendifferenteventsgen-
eratedby the sameapplicationsldentifiersareassignedy the applicationde-
signer For example eachcommandeceiedby anftp sener(eg USERPASS
STOR might have a differentidentifier.

2 Our prototypeignoresthe credential jnsteadit queriesthe operatingsystemdirectly to estab-
lish theownerof theprocess.



— A namespacer schemewhich permitsthe applicationdesignerto aggreyate
relatedevents.For example,this field may be usedin anftp senerto indicate
thatit sharesa numberof eventswith arelatedwebsener.

— A setof costor risk ratingswhich theapplicationdesignemayuseto quantify
thepotentialrisksof agivenactionin adomainindependentannerAn action
canberatedaccordingo its impacton systemor dataavailability, integrity and
confidentiality For example,a requesto drop a databaseablewould posea
higherrisk to dataavailability andintegrity thana requestto displayits con-
tent. However, displayingits contentwould carry a greaterrisk of breaching
confidentialitythandeletingit.

— A flag indicating how the applicationintendsto handlean IDS return code
which would disallow therequestThis providesa mechanisnfor the applica-
tion designeto indicatecircumstancesnderwhich agiveneventcanor should
not bedisallovedbut shouldbelogged.

— A textual descriptionor commentntendedfor humansmonitoringthe IDS.

— A numberof internalfieldswhich aresetinsidethelibrary (andverifiedby the
IDS) andnotintendedo be modifiedby thecaller Thesencludetime, process
ownerandprocessdentifier.

— A numberof fields to provide additional, event specificinformation These
fieldsarerepresentedsa typedattribute valuepairs.For example,a database
sener may usethesefieldsto log the nameof atableto be createdpr alogin
programmay provide fieldswhich specifythe usernamendterminalusedfor
alogin attempt.

Notethatfor the sale of corveniencethe parameterganbe collectedinto a com-
positestructurebeforebeingpassedo theloggingfunction.Also notethatsomeof
theindividual fieldsdescribedabose canbe composites.

Debugging and Profiling: Thesefunctionscanbeusedto examinetheinternalsof our
library andtrackdown errors.

Miscellaneous: ThelDS/A library providesanumberof utility functions.Forexample,
thereexist functionsto handlethe creation,updatinganddeallocatiorof structures
to hold the parametersvhich aresubmittedto thelogging functions.

5 Example

In this simplifiedexamplewe shav how atoy websener might make useof theIDS/A
library to reportthe executionof CGl scripts.Error checkshave beenomitted.

IDSA_CONNECTION*c;
ISDA_EVENT *e;
char *script,*hostname;

[*  retrieve the request */
script=httpd_parse_cqi();
hostname=httpd_remote_name();
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9 /* initialize the IDSA interface */

10 c=idsa_open("toy-httpd",NULL,IDSA _ F_FAI LOPEN),

11 e=idsa_event();

12

13 idsa_name(e,"execute-cgi");

14

15 idsa_add_scan(e,"client-name",IDSA _T _HGOST,hos thame);
16 idsa_add_scan(e,"script-name",IDSA _T_FI LE,scr ipt);

17

18 idsa_risks(e,1,IDSA_V_UNKNOWN,IDSA _V_HIGH,IDSA_V_HGH);
19

20 /* if IDS permits run CGI */
21 if(idsa_log(c,e)==IDSA_L_OK)

22 http_run_cgi(p);

23 }

A brief descriptionof the above C fragmentfollows:

Lines6 and7 arefunctionsprovidedby theweb senerwhich retrieve the nameof
thescriptandhostmakingtherequest.

Line 10 opensa connectionto the IDS. The applicationreportsitself as toy-
httpd  with a null credential.ln the eventthatthe IDS is unreachablethe all events
shouldbeallowed (this behaiour canbechangedat runtimeby the IDS).

Line 11 setsup aneventstructure andsetsup reasonableefaultsfor a numberof
parametershencethesefieldsarenot setup subsequently

Line 13 setsthenameof this event(execute-cgi ).

Line 15 insertsthe nameof the hostmakingthe requestinto the event structure,
while line 16 providesthefile nameof the CGI scriptto be executed.

Line 18 indicatethatthis actionis a high risk operationit couldresultin breachof
confidentialityor failure of systemintegrity.

Finally line 21 submitstherequesto thelDS for approval. If therequests granted,
line 22 runsthe CGI program.

An attacler who attemptgo misusea vulnerableCGI scriptin this systemhassig-
nificantly fewer chancef avoiding detection:Desynchronizatiorattacksare not an
optionsincethereexistsadirectinterfacebetweerapplicationandIDS. Requestinghe
scriptvia anencryptecdchannesuchasHTTPSwill alsonothidetheattacler. Attempts
to overloadtheweb sener in the hopeof having the IDS fall behindin processingre
alsolikely to be unsuccessfusincethe applicationwaits for the IDS to returna result.
Fastattackscanbe preventedsincethe IDS is consultecbeforethe scriptis executed.
EvenanIDS which lacksdomainknowledgemightblock therequesif it is anomalous
asit is taggedashaving a highrisk to confidentialityandintegrity.



6 Analysis

Philosophicallyit is appealingo getthedesigneraindbuildersof applicationsnvolved
in the businesof detectingntruders Oftenapplicationprogrammersreconsideredo

bethe sourceof securityproblemsBut sincethey seldomdeliberatelysetoutto create
insecuresystemsye feelthatit maybeworthwhileto make thempartof the solution.
We think thatthis approactoffersa numberof potentialadvantages:

— The designerof an applicationshould have a good notion of what featuresare
importantandhenceworth reporting.Furthermoreapplicationamay provide their
own modelswhich may differ from the one usedby the underlyingcomponents.
For example,a databaseener operaten tablesandrelations,while the under
lying operatingsystemworks with disk blocks. Sincelog messageslescribethe
applicationin termsof their model,the applicationdesigneiis effectively enlisted
to performthe task of featureselectionon behalf of the intrusion detectionsys-
tem. Featureselectioncanimprove the performanceof anomalydetectionsystem
significantly[10].

— Communicatingdirectly with an applicationeliminatesthe resourcesequiredto
mirror applicationstate For example,it is nolongernecessarjor an|DS monitor
ing awebsenerto allocateresourceso shadav the TCP/IPconnections.

— The potentialto desynchronizeéhe IDS from the applicationis eliminated,since
the applicationreportseventsdirectly to the IDS. This alsoreduceghelong-term
maintenanceostsof thelDS sinceits nolongernecessaryo keepupwith different
applicationrevisions.

— Our approachremainsfeasiblein cryptographicallysecuredenvironments,since
an IDS in our systemdoesnot have to intercepttraffic intendedfor third parties.
Securingthe IDS/A interfaceitself is a straightforvardtaskwhich could make use
of corventionalcryptographidechniquesn casesvherethe transportmechanism
is deemedo beunreliable.

— SincethelDS is ableto communicatelirectly with theapplicationit becomegos-
sible to disablefeaturesselectvely and cleanly This is in contrastto currentap-
proacheswhich rely on rathercoarsemethodssuchaskilling processesr termi-
natingnetwork connections.

— Ourlibrary makesit easyto selectbetweerafail openor fail closedpolicy®. A fail
closedpolicy canbe enforcedby having the logging function prohibit all events
whenthe IDS is unavailable,while a fail openpolicy will have all logging calls
succeedCorventionalintrusiondetectionsystemsavhich passiely intercepttraffic
areinherentlyfail open,restrictingsite policies.

— Our approachdeteriorategyracefully underhigh load. If the IDS becomesover-
loaded,it may reactby eitherthrottling an applicationwith delayedresponsespr
by instructingthe library in the client contet to drop unimportantmessages— in
otherwordsit is possibleto performpreselectionnsidethelibrary calls. Thisis ef-
ficientsinceit happensn the contet of the application but remainstransparento

3 An exampleof afail openpolicy is whenanelectricdooropensduringapowerfailure,whereas
afail closedpolicy would keepthedoorclosed As in the physicalworld it is not alwaysclear
which policy shouldbe selectedor a givenapplication.



the applicationprogrammerlt is evenconcevablethata future versionour library
mightallow the DS to uploadintrusiondetectioncodeinto thelibrary to distribute
its load acrossapplicationsandimprove robustnessin contrastcorventionalpas-
sive traffic monitorshave no way of throttling thetraffic ataninterfaceandusually
discardarbitrarymessage# overloaded.

Apartfromthedirectadvantagesistedabove,involving theapplicationdesignehas
alsoindirectbenefits The benefitsaresocial— by makingthe IDS facilities available
to the applicationprogrammei(aspart of the systeminfrastructure) he is madeaware
of the securityimplicationsof his work.

In caseswvhereanapplicationdesigneusesthe IDS/A interfaceto provide a sound
descriptionof systemactiity andassociatedisks or costs,the task of thoseimple-
mentingandmaintaininganIDS couldbesimplifiedgreatly— dataacquisitionis made
easierandwith agoodrisk descriptiont becomegossibleto rely on the (possiblysu-
perior) domainknowledgeof the applicationdesignelinsteadof duplicatinghis effort
in understandinghe behaiour of theapplication.

Unfortunatelyour systemalsohasa numberof disadantages:

— Thereis a significantupfront cost: Modifying existing applicationsrequirestime
andeffort. In caseswherea softwarevendoris not preparedo make the changes
andsources not available,it becomesmpossibleto useour interface.

— Our systemrelies on the applicationto reporteventsaccuratelyandin sufiicient
detail.If theapplicationis unableto performthistask,thelDS becomesneffective.

— Corventionalpassve traffic monitorscanbe madeentirely invisible. The IDS/A
interfaceis visible to theapplicatiorandmaythusattracttheattentionof anattacler
who may attemptto overloador misleadthe IDS.

This may not be as significanta problemsinceit is also possibleto overloador
misleada passve monitor, evenif it is completelyinvisible. Furthermoreit should
be possibleto regulateaccesdo the IDS/A interfacemoretightly thanto otherin-
terfacessincenormalusershave no businessaccessingt. In this regardthe IDS/A
interfaceis similar to the separatesignalling channelswhich exist in public tele-
phonenetworksandwhich have beenmootedfor theinternet[13].

We have usedsuchanapproachn our prototype— its interfaceis only availablevia
a Unix domainsoclet andthusnot accessibldrom the network. So, for example,
if our IDS guardsan http sener, thena remoteattacler first needsto breakinto
the host by other meansbefore being able to accesshe IDS/A interface€. This
differs from a corventionalNIDS interceptingtraffic destinedfor the web sener
— it isimmediatelyaccessibl¢o the attacler who may have legitimatereasongor
accessinghe network and may usethis as a pretext for manufcturingtraffic to
desynchroniz¢he NIDS.

Finally, we have designedur interfacein sucha way thatthe applicationgnitiate
contactwith thelDS andnotvice versa.This makesit moredifficult for anintruder

4 Henceour choiceof Linux asthe platformfor our prototypeimplementation— it is anervi-
ronmentwheremostapplicationgprogrammerprovide sourcecode.

5 But oncetheattacler hasbrokeninto the host,attackingthe web sener usuallybecomesinin-
teresting.



to gaincontrol of anapplication— the applicationis only vulnerableto a spoofed
IDS at startup.In contrastthe component®of systemssuchas SNMP are always
vulnerableto imposters.

7 RelatedWork

Ourapproactcanbeviewedin anumberof differentways.

It canbethoughtof asbeinganextensionof corventionalloggerssuchassyslogd
or XDASJ8]. In thesesystemghe dataflow is unidirectional,messageareemittedby
the applicationand capturedby the logger, whereasour systemis bi-directional —
our logger (actually IDS) is also able to sendmessageso the application.Another
differencebetweerour systemanda classicakystemoggeris thatthe messagesf the
latterareprimarily intendedo bea permanentecordto beexaminedby humanswhile
our messagesire intendedto machinereadable Suggestiongo make logs machine
readablecanbefoundin [3, 1].

Anotherview of our systemis thatof anoptional,adaptve andextensiblereference
monitor. Applicationsvoluntarily registerwith ourreferencemonitor(actuallylDS) and
provide their own list of subjects,objectsand operationamostsuitedto their model.
Thereferencanonitor examinesthe accessnatrix for accesgatternawhich areeither
anomalour indicative of misuseandalertsthe applicationwhich voluntarily blocks
the problematicoperation.Viewed from this perspectie our systemcanbe seenasa
generalizatiorof thetcpwrappel16] suite.

Finally our interfacecanbe relatedto the protocolswhich are beingdevelopedto
handlethe communicationbetweerintrusiondetectiormodules.

A numberof theseprotocolsareintendedto allow intrusiondetectioncomponents
of differentvendorgo interoperateandprovide supportfor locating,authenticatingnd
managingDS componentsn large networks, aswell aspropagatingalertsandattack
descriptionsTheseincludethe IDGW [6] andthe CIDF [15] group.

Othergroupshave beendevelopingtheir own protocolsaspart of their distributed
intrusiondetectionsystemsAn exampleof thelatteris AAFID [2].

In generatthesesystemsacquireinformationby examiningaudittrails or by inter-
ceptingtraffic in the corventionalmanner However, it is concevablethat somecould
make useof the IDS/A interfaceby providing their own implementatiorof the IDS/A
client library which would usetheir protocolsto communicatewith their IDS imple-
mentation.

8 Future Work

The IDS/A interfacecanbe thoughtof asmakingthe servicesof an DS availableto
the applicationprogrammer— thusthe IDS not only becomegart of the securityor
network infrastructureas suggestedn [17] but part of the tools availableto any pro-
grammerThis meanghatthelDS canbeappliedto awider numberof tasks,jncluding
thefollowing:



8.1 Progressve Authentication

Normallytheauthenticatiophasés anall or nothingevent.If authenticatiorsucceeds,
theuseris grantedfull accessptherwiseno accesss granted.

The IDS/A interface makes an alternatve possible— an IDS using an anomaly
detectomight comparehe currentbehaviour of auserto his storedprofile, andusethe
closenessf thematchbetweercurrentandpastbehaviour to adjusttheaccessights of
theuseraccordingly

So, for example,an attacler usingthe mail client of the CEO from Alaska after
hourswould not fit the profile and might be grantedminimal right to read mail, but
would be unableto deletemessagedf it hadturnedout thatthe CEO hadbeenon a
fishingtrip to Alaska,thenthis approactwould have let essentiamail through.

Thistopicis closelyrelatedto thefield of intrusiontoleranceasdescribedn [4].

8.2 Automatic Least Privilege Enforcement

Using the IDS/A interfaceit would be possiblefor an DS to enforcea “if you don't
useit youloseit” policy, wherebya userwould usetherightsto a particularprivilege
if it hadnotbeenexercised For example,a complex word processomight slowly leak
adwancedfeaturesvhenusedby a naive user At somestagethe naive usermight lose
the capabilityto write self-replicatingmacros.The naive userwould not be aware of
thisloss,but mightappreciatéhe sudderdeclinein macrovirus infections.

We have describecdthis andthe previous applicationof an applicationintegrated
with a profiling modulein [9].

8.3 WeakProgram Verification

While it is usuallytoo expensve to performaformal verificationof anapplicationit is

oftenpossibleto make certainstatementsbouta correctprogram.For example,a cer

tainftp senershouldnever make thetransitionfrom the statewait-for-username

to user-authenticated withoutfirst enteringthe wait-for-password state.
If sucha setof assertionss providedto anIDS usingtheIDS/A interface thenthelDS

couldbe usedto verify the correctnessf the programandpreventit from enteringan
incorrectstate.

9 Conclusion

In this paperwe have presenteda simple and direct interface betweenlDS and ap-
plication. This interfaceallows the IDS to monitor an applicationdirectly and block
suspiciousactionsimmediately

Our approachthasa numberof advantagesver intrusiondetectionsystemswhich
monitor applicationsindirectly and attemptto second-guestheir state.We have de-
scribedtheseadvantagesalong with the disadwantagesf our approachFortunately
with the ascendangcof opensourcesoftware,one of the mostsignificantfactorshin-
deringthe developmentof our method,the inability to modify applicationsjs falling
away.



We have tried not to be prescriptve andhave only specifiedthe C API, leaving the
lower transportiayersaswell asthe IDS itself to thoseimplementingthe system.We
have alsodeliberatelytried to keepthe IDS/A interfacesimple, sincewe believe that
large,complex systemsaremorelik ely to fall to attaclers.

Despitethe simplicity of the IDS/A interface,it offersa numberof interestingre-
searchopportunitiesvhich we arepursuing.
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