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Abstract

Current reliance on Attack Detection and Reaction in Information Assurance is
problematic because it accepts limited or no warning, and thereby accepts greater risks
from successful attacks. This on-going, two year study involves devising and testing a
basic methodology for predicting cyber-attacks based on understanding, and thereby
anticipating hostile activity by sub-state actors.

Underlying the study is the concept that deeper understanding of potential threat actors —
combining technical and psycho/social aspects to further refine estimates of capabilities,
intent and motive — may increase the probability of developing effective attack indicators,
thereby improving prospects for substantive warning.

The anaytical method involves compiling a multi-source data base and establishing a
monitoring regime limited to certain hacktavists, single issue pressure groups and cyber-
terrorists. These, in turn, are exploited to develop reliable indicators for use in
predicting cyber-attacks.

Data collection, methodology development and testing will be complete by December
2000, for publication in the spring/summer of 2001.



